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1. About This Document

1. ABOUT THIS DOCUMENT

This configuration, support, and maintenance guide is intended for Eventide Communications™ reseller
(a.k.a. CIAI Service Provider) technicians and provides step-by-step instructions to configure, deploy
and support Critical Insights Al (a.k.a. CIAl) and its applications and services from Eventide
Communications for NexLog™ DX-Series recorders.

For this deployment, Eventide Communications and the reseller each have differentiated sets of
configuration tasks to perform. Eventide Communications (EC) is responsible for the initial set of pre-
deployment tasks, comprising hosting and account services. These tasks will be completed before the
reseller technician begins deployment tasks.

Where appropriate, this document will reference related supporting documentation, including the
NexLog DX-Series DX User Manual.
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2. Audience n

2. AUDIENCE

This document is intended for Eventide Communications reseller technicians who will use it as a guide
to configuring, deploying, and supporting Critical Insights Al (CIAI) for NexLog DX-Series recorders.
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3. Assumptions

3. ASSUMPTIONS

CIAI Service Provider responsibilities include high and low-level configuration of the on-premises
NexLog DX-Series recorder and the CIAl portal, which is based on MediaWorks DX. Administrator-level
knowledge of the Web Configuration Manager and the MediaWorks DX playback Ul is assumed.

The CIAI Service Provider technician will be in possession of all required connectivity and licensing
information, including any optional addon licenses, additional documentation, and other required
information items for the deployment, such as custom configuration requests from the customer.
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4. Terminology

4. TERMINOLOGY

This section explains how specific terms are used in this document, including any variations,
interchangeable terms, or custom definitions applied in the context of the CIAI product. Critical Insights
Al: The Eventide Communications platform for storage, research, Al analysis of data, reporting, Quality
Assurance, and more. Critical Insights Al is not a recorder but ingests data from a source recorder.

CIAI: Abbreviation for Critical Insights Al. Refers to both the CIAI product as a suite of functional
components, including Al tools, and to the web service or web-based user interface that a user signs
into for searching, playback and research.

CIAIl User Interface: Refers specifically to the web-based user interface used to access recordings,
Reports, QA, and administrative configuration settings. This user interface is based on the NexLog
MediaWorks DX user interface and is commonly just referred to as CIAI.

CIAl SaaS Deployment Form: A form jointly completed by a CIAIl Service Provider and the customer
with respect to a specific CIAl customer deployment.

CIAl SaaS Deployment Card: Information returned to a reseller that contains credentials and access
information for a specific CIAl customer deployment.

CIAl Service Provider: The trusted reseller who provides support and services to the end user.
Providers are typically a combination of Tier 1 and Tier 2 type support roles. EC provides CIAl in
collaboration with its trusted resellers. A trusted reseller may also be referred to as the ‘Service
Provider’.

CloudSync: The CaaS capability to securely transfer information to an EC Saa$S device. See ‘Caas.

CaaS: Refers to the technology that EC uses to transfer recordings and metadata from one device to
another. This is CloudSync or the Centralized Archive transfer technology used in NexLog recorders.

EC: Informal abbreviation for the organization Eventide Communications LLC.
PO: Purchase Order. The PO commits the customer to the CIAI service.

Recorder: The device or ‘source’ from which the information was captured. This is usually a NexLog DX-
Series device. The web-based CIAI device is not a recorder. Rather, it ingests recordings from the
recorder.



4, Terminology

Resource Groups: A group of resources or channels either on CIAl or NexLog recorder. Used
interchangeably in this document with the term ‘Channel Groups'.
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5. Related Documentation

5. RELATED DOCUMENTATION

Related customer-facing documentation for the Critical Insights Al suite of applications includes:Al
Research Assistant Quickstart User Guide

e QA Assistant Quickstart User Guide

e Supervisor Assistant Quickstart User Guide
e Enhanced Reports Manual

e NexLog documentation

e MediaWorks documentation

In addition, the NexLog DX-Series User Manual is available and will be referred to as a foundational
reference document. It is located in the Web Configuration Manager under Utilities = Documents.
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6. Critical Insights Al Overview

6. CRITICAL INSIGHTS Al OVERVIEW

Critical Insights Al from Eventide Communications™ is a Saa$S Service that comprises a suite of Al-based
software productivity tools used to help PSAPs increase their productivity and achieve regulatory
compliance goals. These tools are made available from Critical Insights Al, the new web-based CIAI user
interface (hereinafter referred to as CIAl), which is based on MediaWorks DX.

The CIAI Ul is virtually identical in appearance to the standard familiar MediaWorks DX Ul and retains
most of its standard features. However, CIAl has been modified and features some important
differences, taking advantage of Al and other enhanced features of NexLog DX-Series recorders.

A principal difference between the CIAIl Service and MediaWorks DX is that the CIAI Service
running on the cloud-hosted machine does not have recording capabilities, i.e., it is not a recorder.
Rather, it ingests recordings from either a NexLog DX-Series recorder, an Eventide
Communications Secure Edge Capture Device, or other third-party recording solution, such as
Webex API.

ClAl is currently deployed as a SaaS offering in Amazon Web Services (AWS), hosted by Eventide
Communications, and employs a single deployment model dedicated to each agency (rather than being
a multi-tenant environment). This means customers’ data is partitioned off from that of other
customers, security-wise.

Future deployments that support appliance-based NexLog™ DX-Series recorders (i.e. on-premises) and
virtual appliances (VMs) are anticipated, and will be made available in due course, coinciding with the
evolving Eventide Communications product road map.

For more information about on-premises deployments, Contact Eventide Communications Sales.



6. Critical Insights Al Overview

T TN

\ Critical Insights

Eventide Communications™ SaaS Tenant | |

~ Software-as-a-Service (Saas) Model r Remote Users
/

\““-“\\ //4’/ =5

HTTPS Port 443

_41,21.‘

| =

cured Transpe

TCP Port 4024 E HTTPS Port 443

~5y

— e -

NexLog 740/840 DX-Series Workstation

Customer on-premises equipment

Fig. 6.1 Critical Insights Al

6.1. CIAl Feature Overview

Feature-wise, CIAl functionality and capabilities include:

e Centralized access for the transfer and replication of call recordings and metadata to the CIAI
SaaS user interface from one or more NexLog DX-Series recorders.

e End user access to recordings and media from geographically-dispersed source recorders and
ability to replicate recordings to CIAl, a single centralized location.

e Metadata tagged to calls based on insights derived from NexLog recordings.

¢ Al-based agents called “Assistants” that help users with various tasks.

There are four types of assistants:
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6. Critical Insights Al Overview

Al Research Assistant:

e Locate specific recordings or search for calls by using keyword search analysis.
¢ Build incidents, analyze call transcripts, or conduct research for police or legal investigations and
Freedom of Information Act (FOIA) requests.

QA Assistant:

¢ Facilitate 911 agent call-handling QA evaluations for compliance with state and local regulatory
reporting and auditing requirements, e.g., 911 telecommunicator training mandates. Runs in the
background.

e Increase situational awareness during 911 calls.

Supervisor Assistant: Used for the following PSAP agency objectives:

e Assist agencies with reporting and auditing requirements to maintain agency operational
standards

e Assist with staffing management decisions.

e Report on agent health and well-being through voice sentiment analysis.

Library Assistant:

¢ Enable assignment of tasks to the Library Assistant when evaluating a transcript.
e Run tasks automatically: directs the Al Assistant to automatically evaluate transcripts.
e Enable users to assign tasks to Al when performing Agent QA evaluations.

The Library Assistant is internally configured and runs in the background. It does not have a

customer-facing user interface.



This page was intentionally left 99.88% blank.



7. CIAl Licensing

7. CIAI LICENSING

Required and optional licenses for the CIAl SaaS user interface are installed by Eventide
Communications Service technicians during the pre-deployment phase. Licensing is based on the
quoted call capacity and is evaluated yearly.

If capacity is exceeded, EC will contact the Service Provider. EC will install yearly licenses after receiving
payment. The CIAIl purchase includes the client-side CloudSync license. The CIAIl Service Provider will
be responsible for installing the following client-side CloudSync license on the source NexLog DX-Series
recorder.

e DX936-NexLog CloudSync (Client-Side).
To add this license, see Section 9.5.2 - Adding the CloudSync License.

The next chapter details deployment requirements.
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8. CIAl Deployment Requirements Overiew

8. CIAI DEPLOYMENT REQUIREMENTS
OVERIEW

This section provides an overview of the CIAl deployment requirements. For this deployment, Eventide
Communications and CIAI Service Provider have differentiated sets of responsibilities and tasks.
Eventide Communications is responsible for initial CIAl setup and pre-deployment tasks, including AWS
hosting and allocation of Microsoft Azure resources. CIAl Service Providers are responsible for
configuring CIAI.

8.1. Eventide Communications Deployment Tasks

Eventide Communications service technicians are responsible for completing the following required
tasks:

8.1.1. CIAl Hosting and Setup

e Configuration of TLS (HTTPS) access Configuration of the cloud-hosted CIAl Service with unique
credentials for the CIAI Service Provider Administrator

e Configuration of TLS (HTTPS) access

e Configuration of NTP

e Configuration of Al Technologies (e.g., Al Assistants)

¢ Enabling Transcription (SFAI)

8.1.2. Licenses Included in CIAl Service Purchase

EC is responsible for installing the following product licenses for the CIAI Service.

e CIAI - Critical Insights Al

e VM740DX-TB - NexLog Cloud Sync Subscription

e DX929 - Speech Factor Al Transcribe

e 271077/271082 Quality Factor Base Software 20x
e 271111-MP3 Audio Creation

e 271167 Packaged Player Incident Export (on/off)
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e DX949- 911 Call Handling Report

e 271098-Geolocation Features

e DX985/115021-NexLogDX Advanced Analytics Reporting/Enhanced Reports
e 271098-Geolocation Features

EC also allocates appropriate customer storage space (as per the CIAI Pre-sales Checklist).

8.2. CIAl Service Provider Deployment Task Summary

For CIAI Service Providers, deploying CIAI consists of both administrative and technical tasks. The
following items in this Section represent a checklist of the technician’s tasks, which are thoroughly
detailed in the relevant listed document sections:

Step 1: Pre-Sales

Complete the CIAI Pre-sales Checklist Form and email it to: broberts@eventidecommunications.com.
See Section 9.1 - Completing the Pre-Sales Checklist Form

Step 2: Ordering Process

Place a Purchase Order (PO) by contacting: loggers@eventidecommunications.com. See Section 9.2 -
Placing the Purchase Order

Step 3: Gathering Site Information

Upon processing the PO, EC will email the CIAI SaaS Deployment Form. Complete the form in
conjunction with the customer’s requirements. The reseller will return the form to EC via email. See
Section 9.3 - Completing the CIAl SaaS Deployment Form

Step 4: Receiving the CIAI SaaS Deployment Card

This document contains essential CIAl sign-in credentials and licensing and configuration information
for connecting to the CIAl user interface. See Section 9.4 - Receiving the CIAl SaaS Deployment Card

Step 5: Transferring Recordings

Configure the source on-premises NexLog DX-Series recorder for the CIAl deployment. The CIAI
instance will be available when you receive the CIAl SaaS Deployment Card. This is usually sent within
1-2 business days of receiving the CIAl SaaS Deployment Form.

© 2025 Eventide Communications LLC
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To configure CIAIl on the NexLog recorder and transfer recordings

1. Verify the source recorder firmware. See Section 9.5.1 - Verifying Source Recorder Firmware.

2. Add the CloudSync license. See Section 9.5.2 - Adding the CloudSync License.

3. Configure networking for the on-premises recorder. See Section 9.5.3 - Configuring Networking
for the On-Premises Recorder.

4. Verify connectivity. See Section 9.5.3.1 - Verifying Connectivity.

5. Configure Recording. See Section 9.5.4 - Configuring Recording.

6. Verify Recording. See Section 9.5.5 - Verifying Recording.

7. Configure the CloudSync connection on the on-premises recorder to connect to CIAI. See Section
9.5.6 - Configuring the CloudSync Connection

Step 6: Configuring CIAI

Configure the CIAl user interface. The CIAI Service Provider performs the following tasks to set up and
configure CIAI features for the customer, including Ul default settings for the CIAl instance:

. Verify transferred recordings. See Section 10.2 - Verifying Transferred Recordings.

. Create end user accounts. See Section 10.3 - Creating User Accounts.

. Configuring user permissions. See Section 10.3.1 - Configuring User Permissions.

. Configuring account settings. See Section 10.3.2 - Configuring Account Settings.

. Configuring resource permissions. See Section 10.3.3 - Configuring Resource Permissions.
. Configuring search filters. See Section 10.3.4 - Configuring Search Filters.

. Verifying access to user accounts. See Section 10.3.5 - Verifying Access to User Accounts.
. Verifying user permissions. See Section 10.3.6 - Verifying User Permissions.

NV 00N O AWN

. Creating Resource Groups. See Section 10.4 - Creating Resource Groups.

=
o

. Configuring CIAIl Transcriptions. See Section 10.5 - Configuring Transcriptions.
e Background Transcriptions: See Section 10.5.1 - CIAl Background Transcriptions.
e Manual Transcriptions: See Section 10.5.2 - Manual Transcriptions.
e Boost Feature: configure boost words/phrases for customer: See Section 10.5.3 - Configuring
Boost.

. Configuring Retention Settings. See Section 10.6 - Configuring Retention Settings.

. Configuring Custom Fields. See Section 10.7 - Configuring Custom Fields.

. Configuring NexLog Reports. See Section 10.8 - Configuring NexLog Reports.

. Configuring CIAIl User Interface Default Settings. See Section 10.9 - Configuring CIAI User
Interface Default Settings.

5. Adding Default Header Columns. See Section 10.9.1 - Adding Default Header Columns.

6. Displaying and Docking the Call Properties Pane. See Section 10.9.2 - Displaying and Docking the

A WON R

Call Properties Pane.



8. CIAl Deployment Requirements Overiew

7. Display Default Tabs. See Section 10.9.3 - Displaying Default Tabs.
8. Displaying the Transcriptions tab. See Section 10.9.4 - Displaying the Transcriptions Tab.
9. Display Transcriptions in the Timeline. See Section 10.9.5 - Displaying Transcriptions in the
Timeline.
10. Saving the Current Header Columns Layout as Default. See Section 10.9.6 - Saving the Current
Header Columns Layout as Default.
11. Running queries with Al Research Assistant. See Section 10.9.7 - Running Queries with Al
Research Assistant.
12. Verifying Resource Groups. See Section 10.9.8 - Verifying Resource Groups.
13. Adding Call Type Icons. See Section 10.9.9 - Adding Call Type Icons.
14. Applying the default configuration to new users. See Section 10.9.10 - Applying the Default
Configuration to New Users.
15. Applying the default configuration to Selected Users. See Section 10.9.11 - Applying the Default
Configuration to Selected Users.
16. Monitoring and Alerts. See Section 10.10 - Monitoring and Alerts.
17. Configuring Email Alerts. See Section 10.10.1 - Configuring Email Alerts.
18. Exporting and Importing Alerts. See Section 10.10.2 - Exporting and Importing Alerts.
19. Exporting Logs. See Section 10.10.3 - Exporting Logs.
20. Monitoring with NMS. See Section 10.10.4 - Monitoring with NMS.

Step 7: Customer Onboarding and Training

e Onboarding the customer and end user. See Section 11 - Onboarding Customers and End Users.

© 2025 Eventide Communications LLC



9. Deploying Critical Insights Al

9. DEPLOYING CRITICAL INSIGHTS Al

This chapter covers required CIAIl Service Provider tasks to deploy the customer instance of Critical
Insights Al. Once Eventide Communications technicians have completed their hosting and setup tasks,
the CIAI Service Provider technician will carry out various administrative and setup tasks for the on-
premises NexLog recorder and the CIAI user interface.

In addition to this deployment guide, the CIAI Service Provider technician should retain the following
information/items on-hand:

e Required connectivity information obtained from the CIAl SaaS Deployment Form that the
customer will have completed and returned to the CIAl Service Provider. The form should contain
all the information required to connect the NexLog DX-Series recorder to the CIAIl Service host
machine. Technicians should have this form plus the CIAl SaaS Deployment Card email on hand.

e CloudSync License key required to be added to the NexLog DX-Series recorder.

o All supplemental information concerning the type of calls that end users want to transfer to CIAl
(for example, 911 calls, radio, admin, etc.). This also includes information concerning any custom
configurations the customer may have requested.

9.1. Completing the Pre-Sales Checklist Form

e The CIAI Service Provider fills out the Pre-sales Checklist. The information in this form advises EC
on sizing and

¢ which features will be used in CIAI. The CIAI Service Provider should contact EC for assistance in
filling out this form if needed.

e Email the form to broberts@eventidecommunications.com.

9.2. Placing the Purchase Order

¢ The CIAI Service Provider places a Purchase Order (PO) by contacting
loggers@eventidecommunications.com.

The PO must contain a reference to the customer who will use the CIAl service. CIAl is priced according
to the volume of recordings to be analyzed with Al. So EC must be able to associate the Purchase Order
(PO) with the Pre-sales Checklist Form. Once the PO is placed and processed, EC returns a confirmation
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9. Deploying Critical Insights Al

email to the Service Provider that validates the PO against the associated Pre-sales Checklist Form.
Attached to this email is the CIAl SaaS Deployment Registration Form for the next step. The PO
confirmation email contains the CIAl SaaS Deployment form specific to this PO.

9.3. Completing the CIAI SaaS Deployment Form

After the PO for CIAl is processed, Eventide Communications emails a CIAl SaaS Deployment Form to
the CIAI Service Provider, which the Provider jointly fills out with the customer. The CIAI SaaS
Deployment form provides the technical details for the deployment of the CIAl instance.

The customer returns the completed form to EC at: loggers@eventidecommunications.com. This
deployment form is associated with both the Pre-sales Checklist and the PO and is specific to each
customer. It contains the NexLog serial number(s) for the associated recorder(s). For this form, the
Service Provider will:

1. add email contacts and also contacts for automated alerts to the relevant form question fields,
partially completing the form.

2. email the CIAl SaaS Deployment Form to the customer to supply their information, required to
launch the CIAl instance. The customer then returns the fully completed form to EC.

The following table details the CIAl SaaS Deployment Form required information:

Table 9.1 CIAl SaaS Deployment Form

CIAI SaaS Deployment Form

Requested Information Explanation

External address/URL used to access Critical

. Insights Al Service, i.e. <domainName.ciai.cloud>.

Desired external address/URL . .
This could either be the agency name or

alternatively, a short abbreviation.

The geographic location of the source recorder(s)
Geographic location (U.S. State) of the that will be sending recordings to CIAI.

source recorder(s) EC will use this location to determine the hosting

zones to which to deploy the instance.

Providing this IP address is recommended to

Source recorder(s) public IP address(es): .
prevent access from unauthorized IP addresses to

© 2025 Eventide Communications LLC
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CIAIl SaaS Deployment Form

Source recorder(s) Serial Number(s):

Public IP address(es) to be allowed to
access the Critical Insights Al Service:

Email address(es) for technical contact(s)
and automated alerts:

Name/Email/Phone of reseller’s CIAI
Administrator contact:

the customer’s CIAl instance. EC will create a
firewall rule in the Cloud Infrastructure to restrict
access. The source recorder’s public IP address can
be determined and tested from the recorder’s
Network Utility page.

The Serial Number(s) of the source recorder, the
origin of recordings. This will be used to generate
the license required to upload recordings.

Public IP address(es) to be allowed to access the
Critical Insights Al Service in case different from
Source recorder public IP address(es). This could be
a home address or geographic region. If not
specified, EC will limit connections to those
originating from inside the U.S.

Names of people to contact in the event of
technical issues and automated alerts with respect
to the AWS infrastructure. EC provides automated
monitoring of CIAl and its connectivity status and
will notify the provided addresses by email.

Name/Email/Phone of the CIAI Service Provider’s
NexLog DX-Series Recorder Administrator Contact.
This is where the response to this form will be sent
with initial one-time credentials.

9.4. Receiving the CIAl SaaS Deployment Card

After receiving the completed CIAl SaaS Deployment Form from the customer, EC issues a CIAl SaaS

Deployment Card, which typically takes from 1-5 business days. This card contains the connectivity

information and credentials required for the CIAI Service Provider to sign in to the CIAl SaaS instance

and begin configuration, as illustrated in Table 9-2:

Table 9.2 CIAl SaaS Deployment Card
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CIAIl SaaS Deployment Card

Requested Information Explanation

Admin credentials: User Admin credentials to access CIAl

Credentials to be used for the CloudSync (CaaS)

Connection credentials: .
connection

This is the address through which to access the

Domain address: .
ClAl instance.

The CloudSync/Centralized Archive (CaaS) transfer

Client-side product license key:
P Y license key(s) to be added to the source recorder(s).

Serial number: This is the serial number of the source recorder.

© 2025 Eventide Communications LLC
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31

Eenies A
Communications

Critical Insights Al Service SaaS Deployment
Form (to be completed and returned)

Desired external address/URL used to access Critical Insights Al Service (<domain.ciai.cloud>):
Geographic location (U.S. State) of the source recorder(s) i.e., recorder(s) that will be sending recordings:
Source recorder(s) public IP address(es):

Source recorder(s) Serial Number(s):

Public IP address(es) to be allowed to access the Critical Insights Al Service:

Email address(es) for technical contact(s) and automated alerts:

Name/Email/Phone of reseller's NexLog DX-Series Recorder Administrator Contact:

Thank you for purchasing the Critical Insights Al (CIAI) Solution from Eventide Communications!

Your Critical Insights Al information:

Admin credentials: admin/<random password>
Connection credentials: ciai_connect/<random password>
Domain address: <Enter URL here>

Client-side product license key:"

Serial number:™

“This is the source recorder license key.
““This is the source recorderserial number.

- Keep this information secure.

Licensing your own recorder for the Critical Insights Al Service
To add the product license key to a single system:
1. Enter the URL address corresponding te your on-premises recorder.
2. Onthesign-in page, select the gear icon in the bottom right corner to access the

Web Configuration Manager. (Alternatively, enter the URL of your recorder and
append /admin to the end of the URL.

NexLoe DX

Coment >

Fig. 9.1 CIAl SaaS Deployment Form and CIAI SaaS Deployment Card

At this point, the CIAI Service Provider technician can begin configuration of the customer’s source

recorder to connect to the CIAIl Service.

9.5. Configuring the Source Recorder

To configure the on-premises NexLog DX-Series source recorder that will be capturing recordings, the

CIAI Service Provider technician must complete the following series of setup and configuration tasks:
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9.5.1. Verifying Source Recorder Firmware

¢ Verify the source recorder firmware version, which should be 2025.1. For more information, see
Section 7.1.1."System Info” of the NexLog DX User Manual.

9.5.2. Adding the CloudSync License

The next step is to add the CloudSync/Centralized Archive license key (client-side) to the source
NexLog recorder to enable transfer of recordings.

e DX936-NexLog CloudSync (Client-Side)

To add the CloudSync license to the recorder:
1. Sign in to the source NexLog DX-Series recorder’s Configuration Manager with your credentials.
2. Have the 20-digit CloudSync license key ready, as provided in the CIAl SaaS Deployment Card.
3. In the left navigation menu, select System — License Keys.

4. In the right pane, select the Add Key button.

ooy KEY TYPE LICENSE KEY
04681504999465278126
Num Analog Channels: 8
System Num Digital Channels: 8
Primary Num MediaWorks Connections: 24
SR Num MediaAgent Connections: 16

Max Disk Size (GB): 1000
Model: 740 (INVALID)

Date and Time
04561185839655099544
DX Software Update Subscription Expiration: 2026-08-24

DX Software Update Subscription (DXSUS)
License Keys
09208738496995400483
Geolocation Features: 1

NexLog Access Bridge: 1
User Content Uploads: 1

Storage Devices Add-on

Translations
15693642873261606675
Num Centralized Archiving Destinations: 5

Add-on

Conﬁguratlon Files

04277776529843285994

System Diagnostics Quality Factor Base Software 20x 1
4 9 GoCor Enhanced Reporting Package: 1

Advanced Evaluation Scheduling: 1

Upgrade
01306363874130015136

Add-on License Expiration Date: 11/2025
Transcription(Always On): 16

Power Off

04063195263798078346
Networking Add-on Num MediaWorks Mobile DX Connections: 5
Packaged Player Incident Export: 1

Recording 01630803931270207568

Add-on Num MediaWorks Mobile DX Connections: 5
Packaged Player Incident Export: 1

Cloud Sync: 1

17910027833198423179
Archiving Add-on License Expiration Date: 3/2026
Critical Insights Solution: 1

Users and Security 04074673194876809338

Addon Num Local Voip Channels 4 X : 1
SipRec Recording: 1

AXON Evidence: 1

Alerts and Logs

Add Key Modify Key Delete Key Download KeyFile
Utilities.

Fig. 9.2 Adding the CloudSync License to the NexLog DX-Series Recorder
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5. In the License Key field, enter the 20-digit license key for the Critical Insights Al Service and select

Home NEW LICENSE KEY
System | License Key: ]

Serial Number: 240 =i
System Info

Date and Time

I LE=Eabe® Add Cancel

Storage Devices

Fig. 9.3 Entering the License Key

6. Repeat steps 3 and 4 to add any other required addon licenses as required.

7. On the License Keys page, in the License Key column, confirm that the product license(s) was
successfully added. A separate license must be added for each recorder.

9.5.3. Configuring Networking for the On-Premises Recorder

Configuring networking for the on-premises NexLog recorder is a customer/end user task. However, the
CIAI Service Provider should verify networking requirements with the customer and ensure that the on-
premises source recorder can reach the CIAI Service over port 4024.

The CIAI Service Provider should communicate to the customer that they should open outbound access
from the on-premises recorder to the CIAIl Service on the following firewall ports:

e TCP/4024 Secure transfer of recordings using the Central Archiving/CloudSync protocol
e TCP/443 (HTTPS) for CIAl User Interface access
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HTTP is blocked by default. You can only access the recorder using HTTPS. All public IP addresses

from which your organization’s users will access CIAl must first be whitelisted by Eventide
Communications. This includes any IP addresses from which calls will be transferred and the IP

addresses of Service Providers and technicians.

Eventide Communications will provide the destination CIAI service’s domain name in the CIAI

Saa$S deployment card.

9.5.3.1. Verifying Connectivity

To verify recording:

e Confirm connectivity and that recordings are transferring to CIAl in real time, as per the Transfer

Rate as shown in the following diagram.

I OVERVIEW I CONFIGURATION

Cloud Sync | 44.202.182.200

aws

. Transter Rate O catsmin
Last Transfer 2023-02-26 1725 54

Fig. 9.4 Verifying Connectivity

If there is no connectivity, or there is connectivity, but recordings are not being transferred, at this
stage, refer to Section 12 - Troubleshooting.

© 2025 Eventide Communications LLC



9. Deploying Critical Insights Al

9.5.4. Configuring Recording

The Service Provider technician should verify that recording is correctly configured for accurate
recording. To this end, Stream Recording Mixing Mode should be configured (where supported) if not
already configured. This ensures that call audio from caller and call-taker is separated. This feature is
configured from Web Configuration Manager within the customer’s existing data integration template.

To configure stream recording mixing mode:

1. In the left navigation menu, under Recording Interfaces, select the Template tab.

EDIT BOARD TEMPLATE INFORMATION ALIAS BANKS
SIPREC Template
Ethernet Device: eth [ens160] %
SIP Trunk Type Recorder as Endpoint v
SIP Port: 5060
Recording Interfaces RTP Ports: AUTO
Replace Board Endpoint IP:
Retention Settings Recorder Sip Stack: Eventide v
Stream Recording Mixing Mode 'Mix Together v
Resource Groups g g Mix Together v |
Field Mappings: Mix Together
Call Suppression JUCID:sip.x-UCID,CALL_IDENTIFIER:sip.C: | Keep Separate | INCIDENT_IDEN

Fig. 9.5 Configuring Stream Recording Mixing Mode

2. In the Field Mappings section, select Keep Separate, if not already selected.

3. Select Save to re-save the template.

9.5.5. Verifying Recording

To verify recording:

1. Verify that recording is occurring correctly on the source. Some configuration changes may be
necessary to remove ‘echo’ or call breaks from recordings.

2. Correct any echo issues on call installation equipment. Echo in calls negatively affects the quality
of transcription and the quality of the Al analytics that can be performed.
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9.5.6. Configuring the CloudSync Connection

CIAI Service Provider technicians will configure the connection from the agency’s on-premises NexLog
DX-Series recorder to CIAI. This connection is established from the CIAI Service Provider’s local
administrator account within Web Configuration Manager on the customer’s on-premises recorder.
When activated, this connection enables the transfer or replication of call recordings and metadata
from the on-premises NexLog DX-Series recorder to the cloud-hosted CIAI Service machine.

This is made possible through a function called Centralized Archive, which is enabled after the required
CloudSync license is added to the recorder. Once this connection is established after the prior recorder
tasks have been carried out, subsequent recorder configuration is performed from Web Configuration
Manager from the CIAIl user interface.

The following procedure provides the steps to configure a NexLog DX-Series recorder to connect to the
cloud-hosted CIAI Service, which sets up and initiates the transfer of recordings.

To connect to the CIAI Service:
1. In the left navigation menu, select Archiving -> NexLog Cloud Sync.

2. Select the Add Cloud Sync button.

H OVERVIEW | CONFIGURATION
iome
Display Name ‘ Status | Last Transfer Time ‘ Transfer Delay (Seconds) ‘ Call Transfer Count | Data Tran:

System No records found
Modify Delete

Add Cloud Sync

NexLog Cloud Sync is a service operated by Eventide to securely backup and access your data
from an AWS GovCloud hosted server. Contact your reseller at for more information

Networking

Recording

Al

Archiving

Archives

Archive Configuration

Archive Media History

NexLog Cloud Sync

Users and Security

Fig. 9.6 Adding NexLog Cloud Sync
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In the fields provided, fill in the appropriate connection information as provided in the CIAl SaaS

Deployment Card, namely:
1. In the NexLog Cloud Sync Display Name field, enter CIAI Connect or name of your preference.

2. In the NexLog Cloud Sync Address field, type the domain name of the (cloud-based) CIAI Service,
i.e. <domainName.ciai.cloud>

3. In the Username field, type ciai_connect (username is case-sensitive).
4. In the Password field, type the password for the ‘ciai_connect’ account.

5. TLS: This checkbox will be selected by default. Leave as-is.

oy CONFIGURE
System
NexLog Cloud Sync Display Name: [CIAI Connect |
Networking
NexLog Cloud Sync Address: \domainName ciai.cloud \
Recording Username (case-sensitive) |ciai_connect |
Password: [saerreneerasnann |
Al
LS
Archiving
(AL Transfer Time (America/New_York):
Archive Configuration fo65-0704 ] (1) [00 v ) [00 v ][00 v
Archive Media History
NexLog Cloud Sync Enable Channel Group
Use Channel Group: 911 De v
] Audio Only (Exclude Video/Screen)
Ba Repo
cence
EN

Fig. 9.7 Configuring the NexLog Cloud Sync Connection
6. Select the calendar icon for the Transfer Time setting (<Time Zone>) and select the *Year, Month,
and *Day* for the time period the CIAIl Service machine. Set this to the current time (presumably).

7. Select the time of day in hours, seconds, and minutes (hh:mm:sec) from each of the three drop-
down fields to the right.
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Transfer Time (America/New_York):

Configuring the NexLog Cloud Sync Transfer
One of two recording transfer scenarios will be the case: the customer will be either transferring
all call recordings or a sub-set of recordings on a specific channel.
8. If transferring all recordings:

e leave the Enable Channel Group checkbox un-selected. This means all call
recordings on all channels will be replicated to CIAI.

If just transferring a sub-set of call recordings:
e select the Enable Channel Group checkbox.

This latter action will enable the Use Channel Group setting, which will activate the channel
selected for the calls in the drop-down menu to the right. This means that all calls on that selected
channel will be transferred.

9. Audio Only (Exclude Video/Screen): Select this checkbox (video/screen should be excluded).
10. Select the Save button.

As soon as these settings are saved, recordings automatically start to transfer and replicate to the CIAI
Service host machine, based on the configured Transfer Time and Time of Day settings.

1. Verify that the destination CIAl instance is successfully deployed by signing in into the cloud-
based CIAI user interface. Note that firewall restrictions can limit connectivity.

2. Confirm connectivity to the CIAl SaaS user interface. This includes verifying that the customer’s
CIAl Service is accessible from approved locations, as may be specified in the CIAl SaaS
Deployment Form.
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Note that incidents, QA Evaluations, and annotations are not automatically transferred across to
CIAl along with recordings during deployment. If you need to transfer any of these items to CIAI,
contact Eventide Communications to schedule a request to synchronize this data/metadata over
CaaS (referring to the CloudSync or the Centralized Archive transfer technology that EC uses to

transfer recordings and metadata from one NexLog recorder to another).
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10. CONFIGURING THE CIAI USER INTERFACE

The next task is to configure the CIAIl user interface to default settings for a positive customer
experience.

10.1. Changing the CIAl Service Provider Administrator
Account Password

To change the CIAI Service Provider administrator account password:
1. Sign in with your credentials to your CIAIl Service Provider administrator account.

2. When prompted, change the CIAIl Service Provider Administrator “Admin” password to a strong,
private password.

CIAl Service Providers and Eventide Communications maintain separate administrative

accounts.

Do not change the existing Eventide Communications Administrator account password,
since Eventide Communications technicians will still require administrative access to

that account for all required configuration, post-deployment.

10.2. Verifying Transferred Recordings

e Search for recorded calls replicated earlier to CIAl and verify recordings are working correctly and
being properly replicated. Recorded calls should show up on the same recorder channels.
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10.3. Creating User Accounts

CIAl Service Provider technicians should create and configure the accounts of all customer end users
who will be signing into CIAI, as required.

To add a user for CIAI:
1. In the left navigation menu, go to Users and Security -> Users.

2. Select the Add User button.

D D RO 0 o
agent1 No No Agents Enabled
0 g agent170 No No Agents Enabled
agent205 No No Agents Enabled
R ora g
agent63 No No Agents Enabled
admin Yes No 2024-11-19 19:17... Enabled
export No No 2024-11-26 15:21... Enabled
g group2 No No Group Evaluators 2024-11-27 11:38... Enabled
super2 No No SuperEvaluators ~ 2024-12-03 13:56... Enabled
d
ir No No Instant Recall 2024-12-03 15:52... Enabled
Users group No No Group Evaluators 2024-12-06 13:30... Enabled
- maint No No Maintainers 2025-01-09 13:53... Enabled
System Security
system No No Systems 2025-01-09 13:58... Enabled
Active Directory
userMan No No User Managers 2025-01-09 13:58... Enabled
Encryption and TLS configAdmin No No Configuration A... 2025-01-09 13:58... Enabled
o i SuperEval No No SuperEvaluators  2025-01-23 11:09... Enabled v
Authentication Providers »
Search by Usemame Add User Edit User = Delete User | Change password = Permissions
User Groups

Fig. 10.1 Adding a CIAl User Account

The Add New User dialog opens.

3. In the Username field, enter the username (note: the username cannot contain punctuation marks
or spaces).

4. In the Password field, enter the password.
5. In the Repeat Password field, re-enter the password to confirm it.

6. In the Group Membership section, select the specific checkbox(es) for the group role(s) or
permissions you want the user to have, in this instance, “Agents”.
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System

Networking

Recording

Al

Archiving

Users and Security

Users

System Security

Active Directory

Encryption and TLS

Authentication Providers

User Groups

USER INFO PERMISSIONS
Username:
Password:
Repeat Password:

Force password change at next
login
First name:

Middle name:
Last name:
Suffix:

Email:

Save Cancel

ACCOUNT SETTINGS

User Info

| Username:
Password:
Repeat Password:

Group Membership
O Admin

() Archivers

) Example

J Instant Recall

J Monitors

(J Researchers

o

Systems

| Continue | Cancel

RESOURCE PERMISSIONS

<]

000000

SEARCH FILTERS

Agents

Configuration Admins
Group Evaluators
Maintainers

Report Editor
SuperEvaluators

User Managers

Fig. 10.2 Configuring Group Membership of a CIAlI User Account

7. Select the Continue button. The User Info tab opens.

8. In the corresponding fields, enter the user’s First, Middle, and Last names, Suffix, and email

address.

9. Select the Force password change at next login checkbox.
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I USER INFO PERMISSIONS ACCOUNT SETTINGS RESOURCE PERMISSIONS SEARCH FILTERS

Username: [Agent 2 ]
Password: ‘
Repeat Password: [eesseses ‘
Force password change at next

login a

First name: ‘John ‘
Middle name: D ‘
Last name: [Doe |
Suffix: IMr |
Email: [doe@email.com |
Save Cancel

Fig. 10.3 Saving the CIAl User Account Information

10. Optionally, select the Save button now (present and global across all tabs, meaning you only need
to select Save once). You can continue configuring your selections and just select Save at the end.
The new user is now listed with account status ‘Enabled’.

AD DAP ROUP A 0 ACCO
Agent_2 No No Agents Enabled
Eventide Yes No 2025-02-01 22:17:... Enabled
Super No No SuperEvaluators 2025-01-29 12:19:... Enabled
SuperEval No No SuperEvaluators 2025-01-23 11:09:... Enabled
admin Yes No 2024-11-19 19:17:... Enabled

Fig. 10.4 CIAl User Account ‘Enabled’ Status

10.3.1. Configuring User Permissions

You can configure or re-configure permissions for users you create and assign or re-assign them as
members of specific groups.
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To configure user permissions:

1. Go to Users and Security = Users and select the Permissions tab.

RESOURCE PERMISSIONS SEARCH FILTERS

USER INFO I PERM]SSIONSI ACCOUNT SETTINGS

Group Membership

Admin (] Maintainers
Recording () Agents () Monitors
(") Archivers () Report Editor
[C) Configuration Admins [CJ Researchers
: () Example (C) SuperEvaluators
() Group Evaluators (O Systems
and Se () Instant Recall () User Managers
Archive drive maintenance access
Users
_ Top
System Security - Middle
) Bottom

Active Directory

Record On Demand

Encryption and TLS

Authentication Providers

User Groups

Permissions

Alerts and Logs

Utilities

Basic Reports

ROD Channels: [
Instant Recall Replay Limit

Hours: \3

Minutes: \o

() Restrict to user tagged recordings on Instant Recall tab
Enable alarm notifications via email
Block NAB Access

) 192.168.22.198 (240102237)

from within group:

Enhanced Reports

Quality Factor Software Save Cancel

Fig. 10.5 Configuring User Permissions

2. Under Group Membership, select the checkboxes for group(s) you want the user to be a member
of, for example, ‘Admin’. It is also possible to select multiple categories if required. For example,
you might also want a Manager to be also a Group Evaluator, as per customer requirements.

¢ Archive Drive Maintenance Access: This checkbox is un-selected by default.
e Record on Demand, ROD Channels: This checkbox is un-selected by default.
¢ Instant Recall Replay Limit: This checkbox is un-selected by default.

e Restrict to user tagged recordings on Instant Recall tab:

If this checkbox is selected, when viewing the Instant Recall tab, users will only be able
to view and play call records that have a metadata field called USER_ID that contains
their username.
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For additional information on configuration settings, refer to the NexLog DX-Series manual.

3. From Within Group: Select the appropriate resource/channel group. When enabled, this group
function filters the channels that are available to the user, based on the resource group
permissions applied.

4. Select the checkbox Enable alarm notifications via email. This checkbox enables users to receive
alarm notifications. Members of the Admin group automatically receive alarm notifications by
default. All other user groups can receive email notifications by selecting the checkbox.

5. Block NAB Access: Leave at configured defaults.

10.3.2. Configuring Account Settings

To configure account settings:

1. Select the Account Settings tab. Default settings are shown in the following screenshot. The
account should be enabled.

2. Leave settings at configured defaults unless the customer has expressed a preference.

USER INFO PERMISSIONS ACCOUNT SETTINGS RESOURCE PERMISSIONS SEARCH FILTERS

Can change password
Require Two Factor Authentication
Account Enabled
) Password Never Expires
Account Expiry Date: [ |

Number of days after a password
expires until the account is
permanently disabled: [ |

Session Inactivity Timeout Enabled

Session Inactivity Timeout (mins): |60 |

Cancel

Fig. 10.6 Configuring Account Settings
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10.3.3. Configuring Resource Permissions

On the Resource Permissions tab, you can add the customer’s preferred channels to the Channel
Permissions pane.

To add preferred channels to the channel permissions pane:
1. Select the Resource Permissions tab.
2. If the selected user belongs to the ‘Admin’ group:

¢ No action required. The left pane is the Channel Permissions pane. For the Admin group, this
pane will not be populated because Admins have permissions to all channels by default, so it is
unnecessary to add channels here.

USER INFO PERMISSIONS ACCOUNT SETTINGS I RESOURCE PERMISSIONS SEARCH FILTERS

Source/Channel Permissions for ‘Agent_2' Global Resources Create Custom Filter

+ Resource Groups

— +-Named Resources
 Admin Group enjoys all E ;’“‘fga‘“‘a"“e‘s
ik \ alk Groups
[ Resource Permissions. ”
So Channel Permissions | e
g _ pane remains blank. /All other Resource

o _ ~_/ Groups must add
ane e L ¢¢| = Channel Groups
' to Channel

Users

\Permissions pane.

/

System Security >>

Active Directory

Encryption and TLS

Authentication Providers

User Groups

Permissions

Alerts and Logs

Save Cancel

Fig. 10.7 Adding Preferred Channels to the Channel Permissions Pane

3. For non-admin group roles (for example, the Researchers group) under Resource Groups, select
your source or preferred channels to add them to the Source/Channel Permissions pane on the
left.

4. Select the left-pointing chevron to add the channel to the source or channel permissions for
previously-created Agent_2.
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The selected channel is now added to the Source/Channel Permissions pane. The current (non-

admin) user now has access permissions to view recorded calls recorded on the ‘911 Positions’

channel.

Source/Channel Permissions for ‘Agent_2"

911 Positions

<

USER INFO PERMISSIONS ACCOUNT SETTINGS | RESOURCE PERMISSIONS | SEARCH FILTERS

Global Resources

~-Resource Groups
131
135 (911 Pos 5)
911 De
Admin
All Resources
Audio
Police Feeds
Radio

Screen
an

Create Custom Filter

Fig. 10.8 Channels Successfully Added to the Source/Channel Permissions Pane

5. Add further channels to the Source/Channel Permissions pane as required as per customer

request.

10.3.4. Configuring Search Filters

On the Search Filters tab, you will add channels to the search filters pane to allow users to filter on the

selected channels.
To configure search filters:

1. Select the Search Filters tab.

2. Select a channel for which you want to allow search filter permissions for Agent_2.
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USER INFO PERMISSIONS ACCOUNT SETTINGS RESOURCE PERMISSIONS I SEARCH FILTERS

Search Filters for ‘Agent_2" New Group Global Resources

~Resource Groups
131
135 (911 Pos 5)
911 De
Admin
All Resources

Audio
Police Feeds

Radio
Screen
> +-Named Resources
+-Physical Channels
+ Talk Groups

Fig. 10.9 Adding a Channel to Allow Search Filter Permissions

3. Select the left-pointing chevron to add the channel to the source or channel permissions for
Agent_2.

4, Select the Save button.

Save Cancel

Fig. 10.10 Saving the CIAl User Account Configuration Settings

5. To re-configure or edit user account configuration options, at the bottom of the page, select the

Edit User button.
maint No No Maintainers 2025-01-09 13:53:... Enabled
super2 No No SuperEvaluators 2024-12-03 13:56:... Enabled
system No No Systems 2025-01-09 13:58:... Enabled v

Search by Usermame Add User Edit User | Delete User Change password Permissions

Fig. 10.11 Additional User Account Configuration Options

10.3.5. Verifying Access to User Accounts

e Verify that you can successfully sign in and access each new end user’s account with the
corresponding credentials.
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10.3.6. Verifying User Permissions

¢ Verify that a user from the “Agent” group, for example (who should only have access to QA
evaluations) cannot perform other tasks, such as conduct searches or view or do anything else.
Attempting a search with this user should generate a permissions error.

For additional user account information, refer to Section 7.5.1. “Users” of the NexLog DX-Series
User Manual.

10.4. Creating Resource Groups

This section covers how to create Resource Groups, a.k.a. Channel Groups. In this document, the terms
‘Resource Group’ and ‘Channel Group’ will be used interchangeably. A Resource Group is a set of
configured resources available on the recorder and their applicable rules.

Resources represent the call sources of a NexLog DX-Series recorder, identified by Channel Name,
Physical Channel ID, and Talk Group. Resource Groups allow Administrators to manage all policy for a
set of resources, instead of having a separate Channel Group for each rule.

For example, if one group of channels records fire department calls and another set records police calls,
you might create a Resource Group called ‘Fire’ that contains all channels with names starting with ‘Fire’
exclusively for that group, and grant permissions to the correct users all in one place. For CIAI, Eventide
Communications recommends using the default Resource Group names. If customers wish to customize
these names, they should contact Eventide communications.

CIAl Service Provider technicians should create and configure the following default Resource (or
Channel) Groups:

e 911 Positions
e Admin
e Audio
¢ Radio
e CAD Positions

The following procedure covers the steps to create a new Channel Group. As an example, we will use
the Channel Group ‘911 Positions’.
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When creating Resource (or Channel) Groups, exclude screen and video calls.

To create a new resource group:

1. Navigate to Recording = Resource Groups to display the Resource Groups page. The left pane
contains Resource Groups; the right pane represents Global Resources, which includes Named
Resources, Physical Channels, and Talk Groups.

RESOURCE GROUPS
New Group Global Resources Sync

System

Networking

+131 + Named Resources
. +:135 (911 Pos 5) + Physical Channels <-, Global Resources
ecorcing +911 De Channel G{oups + Talk Groups
+-All Re isti
Retention Settings + Au dl:sources (emstmg)

+ Police Feeds

Alias Banks

«

Custom Fields

Call Suppression o

Data Integrations

Fig. 10.12 Global Resources and Channel Groups

2. At the top of the page, select New Group (i.e. a Resource Group).

RESOURCE GROUPS
Global Resources s

Fig. 10.13 Creating a New Channel Group

3. In the Group Name dialog that opens, type its name, ‘911 Positions..
4. Select the checkboxes for the type of rules you want to enable.

5. Here select Permissions Rules and Search Rules as the default rules.
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To add a channel to the ‘911 Positions’ channel group

6. Under Select Users, select the user(s) or user groups you want to enable to access to use the ‘911

Positions’ Channel Group. In this case, the “admin” group role is selected.

Group Name: |911 Positions | ok
(0 Archive Rules Select Users:
admin
Permission Rules O agent‘]
— () agent170
[J Playback Rules
() Agent_2
[J Record Rules ) agent205
= ; () Agent_3
[LJ Retention Rules
() agent63
Search Rules [ configAdmin v

Fig. 10.14 Selecting Permissions Membership Groups and Rules

one channel to be added to it at minimum.

Next, we will add select channels to the new ‘911 Positions’ Channel Group from the Global
Resources pane on the right, under the Named Resources category. The All Resources Channel

Group must exist.

System

Networking

[REG ]

Retention Settings

7. Select OK. The ‘911 Positions’ Channel Group is now created. It is currently empty and requires

All Groups v

RESOURCE GROUPS

New Group

+131
+:135 (911 Pos 5)
+ 911 De

+ All Resources

+ Audio

Resource Groups

+ Police Feeds

Alias Banks

Custom Fields

Call Suppression

«

Global Resources Sync

+-Named Resources

+ Physical Channels
+ Talk Groups

Fig. 10.15 Adding Channels to a New Channel Group

empty.
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1. First select the new ‘911 Positions’ Channel Group in the left pane to expand it. It will be currently
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2. In the Global Resources pane, select the plus (+) sign beside Named Resources to expand it and
view its channels.

RESOURCE GROUPS
System
| All Groups v New Group Global Resources sync
Networking —
+131 —-Named Resources -
= - +-135 (911 Pos 5) 911 Phone 3 (NexLog_183)
ecording +911 De 911 Pos 1(De) (NexLog_183)

+:911 Positions
+All Resources
+-Audio

911 Pos 11(De) (NexLog_183)
911 Pos 12(De) (NexLog_183)
911 Pos 3(De) (NexLog_183)

Retention Settings

Resource Groups
+ Police Feeds 911 Pos 5(De) (NexLog_183)
Alias Banks 911 Pos 7(De) (NexLog_183)
&« 911 Pos 8(De) (NexLog_183)

Custom Fields 911 Position 1 (NexLog_183)
)

911 Position 2 (NexLog_183]
Admin Ext 109(De) (NexLog_183)
Admin Ext 110(De) (NexLog 183)

Call Suppression

Fig. 10.16 Viewing Available Channels

3. In the right pane, select a channel from the expanded Named Resources category.

Networking
+131 ~-Named Resources A
= . +:135 (911 Pos 5) 911 Phone 3 (NexLog_183)
et +911 De 911 Pos 1(De) (NexLog_183)
Retention Setti & 911 Positions 911 Pos 11(De) (NexLog_183)
CELRISEND [Empty Group] 911 Pos 12(De) (NexLog_183)
Resource Groups = All Resources 911 Pos 3(De) (NexLog_183)
[Empty Group] 911 Pos 5(De) (NexLog_183)
Alias Banks + Audio )

+ Police Feeds

911 Pos 7(De) (NexLog_183)
« 911 Pos 8(De) (NexLog_183)
911 Position 1 (NexLog_183)

911 Position 2 (NexLog_183)

Custom Fields

Call Suppression Admin Ext 109(De) (NexLog_183)

Admin Ext 110(De) (NexLog_183)

Data

Fig. 10.17 Selecting Channels to Add to a New Channel Group

4. Select the left-pointing chevron in the pane divider to add the channel to the ‘911 Positions’
Channel Group in the left pane.

Networking
+ 131 ~-Named Resources A
Record +:135 (911 Pos 5) 911 Phone 3 (NexLog_183)
ecording +911De 911 Pos 1(De) (NexLog_183)

Retention Settings

Custom Fields

Call Suppression

& 911 Positions
911 Position 1 (NexLog_183)

+ Police Feeds

&«

911 Pos 11(De) (NexLog_183)
911 Pos 12(De) (NexLog_183)

—All Resources N—m 911 Pos 3(De) (NexLog_183)

Resource Groups \
[Empty Group] | New Channel \ 911 Pos 5(De) (NexLog_183)
Alias Banks + Audio ‘x\added. P 911 Pos 7(De) (NexLog_183)

911 Pos 8(De) (NexLog_183)

911 Position 1 (NexLog_183)

911 Position 2 (NexLog_183)
Admin Ext 109(De) (NexLog_183)
Admin Ext 110(De) (NexLog_183)

Fig. 10.18 Channels Added to the New Channel Group
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5. Similarly select additional channels as required.

RESOURCE GROUPS
System
All Groups v New Group Global Resources Sync
Networking
+131 ~-Named Resources
—_— +/135 (911 Pos 5) 911 Phone 3 (NexLog_183)
ecording +911 De 911 Pos 1(De) (NexLog_183)
911 Position 1 (NexLog_183) 911 Pos 12(De) (NexLog_183)
Resource Groups. | 911 Position 2 (NexL?gJes) 911 Pos 3(De) (NexLog_183)
+ Admin \ 911 Pos 5(De) (NexLog_183)
Alias Banks + All Resources / AT]d further channels << 911 Pos 7(De) (NexLog_183)
) 911 P De) (NexLog_183;
+ Audio as required. '0s 8(De) (NexLog_183)
Custom Fields + CAD Positions ~ 911 Position 1 (NexLog_183)
+ Police Feeds 911 Position 2 (NexLog_183)
Call Suppression + Radio ° Admin Ext 109(De) (NexLog_183)
Admin Ext 110(De) (NexLog_183)

Fig. 10.19 Adding Further Channels

6. Repeat steps 3 through 9 to create additional Channel Groups, as required, namely, Admin, Audio,
Radio, and CAD positions as shown in the next screenshot.

RESOURCE GROUPS
System
All Groups v New Group Global Resources Sync
Networking
+131 = Named Resources
#)135 (911 Pos 5) 911 Phone 3 (NexLog_183)
Recorkig +911De 911 Pos 1(De) (NexLog_183)

- - +911 Positions 911 Pos 11(De) (NexLog_183)
RSRHECHSiings + Admin 911 Pos 12(De) (NexLog_183)
e +/ All Resources 911 Pos 3(De) (NexLog_183)

+ Audio 911 Pos 5(De) (NexLog_183)
Alias Banks + CAD Positions 911 Pos 7(De) (NexLog_183)
+ Police Feeds <« 911 Pos 8(De) (NexLog_183)
Custom Fields + Radio 911 Position 1 (NexLog_183)
911 Position 2 (NexLog_183)
Call Suppression Admin Ext 109(De) (NexLog_183)
° Admin Ext 110(De) (NexLog_183)
Data Integrations Admin Ext 111(De) (NexLog_183)

Fig. 10.20 Creating Additional Channel Groups

7. (Optional) To remove or delete a channel from the Channel Group, select the channel and select
the circular X’ icon in the pane divider.
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RESOURCE GROUPS

System
All Groups v New Group Global Resources Sync
Networking
+131 -+ Named Resources
Recordi 135 (911 Pos 5) 911 Phone 3 (NexLog_183)
ecording +911De 911 Pos 1(De) (NexLog_183)
- 1911 Positi 911 Pos 11(De) (NexLog_183)
Retention Settings ostions 0s 11(De) (NexLog_183)
911 Position 1 (NexLog_183) 911 Pos 12(De) (NexLog_183)
e EEn 911 Position 2 (NexLog_183) 911 Pos 3(De) (NexLog_183)
+ Admin 911 Pos 5(De) (NexLog_183)
Alias Banks + All Resources 911 Pos 7(De) (NexLog_183)
+ Audio &« 911 Pos 8(De) (NexLog_183)

Custom Fields

Call Suppression

Data Integrations

Geo-Location

+ CAD Positions
+ Police Feeds
+'Radio

@ Archive Rules

@ Permission Rules

"Delete a selected
_channel. y

Group Rules.

911 Position 2 (NexLog_183)

911 Position 1 (NexLog_183)

Admin Ext 109(De) (NexLog_183)
Admin Ext 110(De) (NexLog_183)
Admin Ext 111(De) (NexLog_183)
Admin Ext 112(De) (NexLog_183)
Admin Ext 113(De) (NexLog_183)

Fig. 10.21 Deleting a Channel from the Channel Group

8. Optionally, for additional Channel Group filtering and editing options, or to even delete the
Channel Group, right-select it and then choose the appropriate menu option.

RESOURCE GROUPS
System
All Groups v New Group Global Resources Sync
Networking
+131 —Named Resources
R d +135 (911 Pos 5) 911 Phone 3 (NexLog_183)
ecording +911De 911 Pos 1(De) (NexLog_183)

Retention Settings

Custom Fields

& 911 Positions
911 Position 1 (NexLog_183)
911 Position 2 (NexLog_183)

+'Audio
+ CAD Positions
+ Police Feeds

Create
Add Nan
Add Channel Filter

Filter

«

911 Pos 11(De) (NexLog_183)
911 Pos 12(De) (NexLog_183)
911 Pos 3(De) (NexLog_183)

Resource Groups Chan

+ Admin g’;;‘sg%“rgt’;“‘“ 911 Pos 5(De) (NexLog_183)

Alias Banks + All Resources NAB Sync 911 Pos 7(De) (NexLog_183)
) (

911 Pos 8(De) (NexLog_183)

911 Position 1 (NexLog_183]
911 Position 2 (NexLog_183

)
)

Call Suppression Admin Ext 109(De) (NexLog_183)

Admin Ext 110(De) (NexLog_183)

+'Radio

Fig. 10.22 Additional Channel Group Filtering and Editing Options

9. Similarly, optionally right-select a channel from the Channel Group to view filtering and editing
options for each channel.

RESOURCE GROUPS
System
| All Groups. v New Group. Global Resources Sync
Networking
+131 = Named Resources
— +1135 (911 Pos 5) 911 Phone 3 (NexLog_183)
ecording +911De 911 Pos 1(De) (NexLog_183)

Retention Settings

Resource Groups

Alias Banks

Custom Fields

Call Suppression

=911 Positions

911 Position 1 (NexLog_183)
911 Position 2 (NexLog_183)

+-Admin

+ All Resources

+ Audio

+:CAD Positions

+ Police Feeds

+ Radio

«

911 Pos 11(De) (NexLog_183)
911 Pos 12(De) (NexLog_183)
911 Pos 3(De) (NexLog_183)

911 Pos 5(De) (NexLog_183)

911 Pos 7(De) (NexLog_183)

911 Pos 8(De) (NexLog_183)

911 Position 1 (NexLog_183)

911 Position 2 (NexLog_183)
Admin Ext 109(De) (NexLog_183)
Admin Ext 110(De) (NexLog_183)

Fig. 10.23 Viewing Channel Filtering and Editing Options
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Home RESOURCE GROUPS

Al Groups v Now Growp Global Resources

911 Positions POS 5 ANALOG (Putnam Al)
Networking POSITION 1 VOIP (Putnam A POS 6 ANALOG (Putnam Al)
POSITION 2 VOIP (Pu POS 7 ANALOG (Putnam Ai)

Recording POSITION 3 VOIP (Put POSITION 1 VOIP (Putnam Aj)
POSITION 4 VOIP (Putnam

POSITION 5 VOIP (Put
POSITION 6 VOIP (Putnam Aj)
POSITION 7 VOIP (Putnam Aj)

System

POSITION 2 VOIP (Putnam AJ)
POSITION 3 VOIP (PutnamA)
POSITION 4 VOIP (Putnam AJ)

Call Suppression + Phones
Custom Fields

Alias Banks
@ Archive Rules.
Data Integratons © Permission Rules

{  @Playback Rules

Group Rules

Geo:Lcmlion @ Record Rules

@ Retention Rules
Encryption At Rest Search R VLG-channel-11@172.16.3.211 (Putnam Aj)
| @Search Rules

IMBE/AMBE Vocoders VLG-channel-16@172.16.3.211 (Putnam Al)

Fig. 10.24 Viewing Channel Filtering and Editing Options (2)

After completing these steps, the Channel Groups and their corresponding channels will now display in
the CIAl user interface.

10.5. Configuring Transcriptions

With Ciritical Insights Al, you can configure a NexLog DX-Series recorder for Al transcriptions.
Transcription functionality includes the following features:

e Background Transcriptions
e Manual Transcriptions
e ‘Boost’ Transcriptions

10.5.1. CIAl Background Transcriptions

Background transcriptions refers to the CIAl transcription feature that can be enabled to automatically
transcribe calls as they record. Note that if the customer wants to use Scheduled (automatic)
Evaluations, background transcriptions must be enabled for that feature to work.

To enable background transcriptions:

1. In the left navigation menu, select Al = Transcriptions. The Transcription page opens.
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Home TRANSCRIPTION I

System

Integration Enabled

Networking Call Pointer Date/Time:

@ [0 v [00 v]:[00 v

Recording
Call Pointer Mode: [ Start Time hd

Al

Channets: B (

Assistants Channel Group: [Select a channel group v

System Languages [English (United States) v

Transcriptions English (United States)

Boost Phrase and Value: B [ 15 (More Likely) v | AddBoost

Find And Replace: H [ | | Add Mapping

View Logs Export Logs

Service Account Key Uploaded: [©)

Upload Service Account Key. [ Choose File | No file chosen Upload

Gancel

Fig. 10.25 Enabling Background Transcriptions

2. Make sure that the Integration Enabled checkbox is selected.

3. Under Call Pointer Date/Time, select the calendar icon and then select a date to populate the
field.

4. To the right of Call Pointer Date/Time, select the time in hh:mm:sec for each of the three drop-
down menu fields to specify when transcriptions will start.

Enable Automatic Processing:

Call Pointer Date/Time: [2025-01-01] (=]

Fig. 10.2¢6 Selecting the Date and Time

5. From Channel Group, select a Channel Group to use to automatically transcribe calls.

6. In the Languages drop-down menu, you can choose your language. “English (United States)” is the
default. Additional supported languages include Spanish, Portuguese, French, German, Italian,
Russian, and Japanese. You can add up to four languages, which will then be listed on-screen.
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Channel Group:

Languages:

| Select a channel group

v

| English (United States)

v

Fig. 10.27 Selecting Channel Group and Language

Transcriptions will now automatically be generated in the background.

10.5.2. Manual Transcriptions

Alternatively, if you are not running Scheduled (automatic) Evaluations, you can configure or generate

transcriptions manually.

To generate manual transcriptions:

1. In the CIAl user interface, select a call.

2. Right-select the call and choose Generate Transcription.

B Restore Incident m

Results as of 2025-02-05 13:42:16 -05:00

Channel Name
911 Pos 1(De)
911 Pos 1(De)

Cha.. Source Name
131 NexLog_183
131 NexLog.183

131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183
131 NexLog_183

911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)

£220000/00)

13 NexLog_183
131 NexLog_183

a0a Mo oo 0o

Start Time
2022-06-02 19:44:33 -04:00
2022-06-02 20:13:20 -04:00

2022-06-10 10:43:35-04:00
2022-06-10 12:16:17 -04:00
2022-06-10 12:43:25 -04:00
2022-06-10 13:21:12 -04:00
2022-06-10 14:08:26 -04:00
2022-06-10 14:53:27 -04:00
2022-06-10 15:04:24 -04:00
2022-06-10 15:12:24 -04:00
2022-06-10 16:09:46 -04:00
2022-06-10 16:38:54 -04:00
2022-06-10 17:05:58 -04:00
2022-06-10 19:22:31 -04:00
2022-06-10 19:43:35-04:00
2022-06-10 21:52:14 -04:00
2022-06-10 23:03:54 -04:00
2022-06-10 23:28:28 -04:00
2022-06-02 12:36:52 -04:00

2000 0c 02 20.0c.00 0400

Resource Name

911 Pos 1(De) B

Duration

| i1 neniog 135 lon1 os 09— |a0220010 083155 0400 o014 267

Callerid Dtmf Speech AiSum.. AicCallT..
01:59 610 5 6301 Excuse me. Motor vehic Police
02:09 610% 6301 Yeah, somel Caller repori Police
ed Accidents
Properties =
01:30 610¢ ri Police
Protect
02:03 610% #n' Police
New Incident from Selected Records
00:35 610% Idi Accidental
0101 6108 Create Search Filter from *2672716262 1 Police
01:48 610§ Add Selected to Incident * i Police
01:06 610¢  Evaluate Records » biv Police
01:55 850¢ Start Sequential Playback fac Police
01:47 610f  Start Mixed Playback rl Police
02:11 2678 Eyport ciri+artsg  1f Police
¢ !
Ll 6108 Export Single Recording JAcc dental
01:38 610% lv Police
Export Using Preset
00:33 610¢ fu Accidental
Add Text Annotation
00:18 610¢ ¢ Accidental
0145 2154 Add Audio Annotation b Police
00:19 610{ _ Generate Transcription Be Accidental
00:09 610§  Searchin record ¢ Accidental
00:27 267% Al Assistant » fdi Accidental
foac £10-793R22 2553 g BRI 4o idonsol

40records, 1selected Q @ @

Record ID
uBVXNIRDYTI
vzcOBUIBN1r

fAVPVRgOmME
rooVjokivEpS
1101sXcfhal?
weL5KWpVg:
mr9te7X5biC
A10jasP8hqi
TniC8s5z8Vn

chqe\UvAoBXF
eGBUPrSAer‘

dcarqlfKoGNJ
0nB4kyd4u|D}
W5eppNyqgH
JviJKo1 pBSp‘

7eWS5KXGI80)

HAvszs76Ny:‘
WTRyMgrOjd

DkBLSTcuwx{

Fig. 10.28 Generating Manual Transcriptions

The call transcription is now generated and displayed in the Call Properties dialog on the Transcription

tab.
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Call Properties + X

Properties All History Al

Transcription

Transcription

User Edited Transcription

Format
Hi. This is 911. Your phone just called here. Is
everything okay?
Talker 1 2022-06-10 11:37:23 -04:00
911.

Talker 0 2022-06-10 11:37:27 -04:00
Yeah, your phone just called here. Is everything, okay?
Talker 1 2022-06-10 11:37:29 -04:00
Oh yeah, just, uh, uh, | probably call it by accident. I'm
here right now just a, uh, Springfield Police Department.

Close

By default, only configure the ‘911 Positions’ Channel Group for transcriptions.

10.5.3. Configuring

Fig. 10.29 Manual Transcriptions

Boost

The “boost” feature provides ways to correct words or multi-word phrases that Al may mis-transcribe.

Mistranscriptions occur either because Al interprets a word or phrase as very similar to one found in its
dictionary, or because it is not found in Al's dictionary.

The boost feature increases the likelihood that Al will correctlytranscribe a word or phrase. The best

strategy to have Al correct its transcription depends on whether it is found in Al’s dictionary. Here,trial-

and-error is required because we have no way of knowing this.
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10.5.3.1. Before Configuring Boost

Before configuring the boost figure for the customer, Eventide Communications suggests monitoring
how transcription is working in the real world, looking at 911 calls. Boost is only required if issues exist
to be resolved. As an important example, is the Agency Name being correctly transcribed? Is there a
specific pattern of mis-transcribed words or phrases? If not, configuring boost may be deemed
unnecessary at this time. If a specific transcription problem(s) exists, set up Boost, then monitor again.

Using the “boost” feature requires explanation. Three examples of using it are now presented. The first
two assume that a word or phrase is found in Al’s dictionary.

Example 1:

Suppose you have two similar or identical-sounding valid words, where both are found in Al’s dictionary,
such as “whether” and “weather”. If you wanted “whether” to be the more frequently-transcribed word,
you can assign it a greater weight.

To boost a word or phrase:
1. In the Boost Phrase field, enter the desired word, “whether”.

2. In the Boost Value field to the right, from the drop-down menu, select the highest weight value
‘20 (Very Likely).

3. To the immediate right in the Boost Value field, from the following drop-down menu options,
choose 20 (Very likely).

e 0 (Very Unlikely)
e 5 (Unlikely)

o 15 (Likely)

e 20 (Very likely)

4, Select the Add Boost button.

Boost Phrase and Value: |whether [20 (Very Likely) v

0 (Very Unlikely)
Find And Replace: & [ 5 (Uniikely) ] | Add Mapping

15 (More Likely)

View Logs Export Logs

Fig. 10.30 Boosting a Word or Phrase for Transcriptions
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Following this procedure maximizes the probability that Al will choose “whether” over “weather”, the
greatest percentage of the time.

Example 2:

Similarly, suppose your agency name is ‘Barton County’, but Al mis-transcribes it as ‘Pardon County’. The
assumption is that this is because although the phrase ‘Barton County’ is found in Al's dictionary, it is
not at the top of the list of Al's phrases. In this case, you can boost ‘Barton County’ so that it is correctly
transcribed.

1. In the Boost Phrase field, enter the (correct) phrase, ‘Barton County'’.

2. In the Boost Value field, select the greatest value “20 (Very Likely)”".

Boost Phrase and Value: & Barton County [20 (Very Likely) v |

Find And Replace 7] 5 (Unlikely) .| | Add Mapping

15 (More Likely)
View Logs Export Logs
20 (Very Likely)

Fig. 10.31 Configuring the Boost Value Field

3. Select the Add Boost button. ‘Barton County’ is now likely to be transcribed the greatest
percentage of the time.

4. Similarly, add additional words or phrases as per customer requirement. CIAl Service Provider
technicians should boost the end customer’s Agency Name. Each added boost phrase becomes
listedon-screen with its corresponding boost value.

Conversely, had you assigned the lowest weight of “O Very Unlikely” to ‘Barton County’, this would
minimize the likelihood of ‘Barton County’ being transcribed, as opposed to similar-sounding
phrases in Al's dictionary. If this strategy fails, likely, the word or phrase is not found in Al’s
dictionary.

Example 3:

In this example, the assumption is that a mis-transcribed word or phrase is not in the Al’s
dictionary. This scenario requires a different strategy consisting of just two steps. Continuing with
the “Barton County” example, again, suppose that phrase is mis-transcribed as ‘Pardon County’. In
this case, ‘Barton County’ is unknown to Al.
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To remedy this is a two-step procedure. In step one, what we can do is boost ‘Pardon County'—
the mis-transcribed word —which is in the dictionary. (The reason for this will be made clear in
step two). This gives ‘Pardon County’ the highest weight among similar phrases known to Al. The
result is to increase the likelihood that the Al will transcribe that phrase.

Now, in step two, we can use Search and Replace to create a fixed, one-to-one mapping between
the mis-transcribed phrase, ‘Pardon County’ and ‘Barton County’, so that Al is now highly likely to
transcribe ‘Barton County’ over any other phrase the greatest percentage of the time. The
following steps illustrate this procedure.

To map a boosted word or phrase to another using find and replace:
1. In the Boost Phrase field, enter ‘Pardon County’, the mis-transcribed phrase.

2. In the Boost Phrase Value field, from the drop-down menu select “20 (Very likely)".

Boost Phrase and Value: Pardon County 15 (More Likely) v Add Boost

Pardon County,20 Boost mistranscribed phrase.

Find And Replace: £ Pardon County Barton County

Pardon County — Barton County

Map mistranscribed
View Logs Export Logs phrase to correct phrase. |

Fig. 10.32 Boosting a Word or Phrase Using Find and Replace

3. Select Add Boost.

4. In the Find field, enter ‘Pardon County’.

5. In the Replace field, enter ‘Barton County’.
6. Select the Add Mapping button.

This mapping now maximizes the likelihood that Al will correctly transcribe ‘Barton County’
instead of ‘Pardon County’.

7. Repeat this process to configure replacement words for unknown names, adding word or phrase
mappings as required. Each new mapped pair will appear on-screen across the page.

8. Leave the Service Account Key section as-is. The Service Account Key will have been uploaded
earlier already by an Eventide Communications technician, as indicated by the green check mark
in the next screenshot.

© 2025 Eventide Communications LLC
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By default, only configure the ‘911 Positions’ Resource Group for transcriptions.

Service Account Key Uploaded: ®

Upload Service Account Key: Choose File | No file chosen Upload

Fig. 10.33 Service Account Key

9. Select Save.

10.6. Configuring Retention Settings

The Retention Settings tab allows you to configure rules that determine how long recordings are stored
on the NexLog DX-Series recorder for auditing, after which you can free up space.

To configure retention settings:

1. Select Recording — Retention Settings. The Retention Settings tab opens.

The following screenshots show sample values only. Values entered here should be

exclusively as per customer requirements.
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RETENTION SETTINGS |

RETENTION GROUPS ADVANCED SETTINGS

Total Storage Size:
Used/Allocated Storage Size:

Limit retention time (days): O

462,052(MB)
376,889(MB)

Limit retention warning time (hours): [ ]

Retention Settings

Resource Groups

Custom Fields

Alias Banks

Call Suppression

Data Integrations

Geo-Location

Encryption At Rest

Limit database record count:

Save

* Limit Retention Warning will alert when Archive Pointer is fewer than ___ (Hours) ahead of Retention

Limit Time for Network and Centralized Archive drives

O [ CurentCount 1,157,636

Reserve for attachments(MB): [s00 | Used 118.707(MB)
Reserve for reports(MB): \1000 | Used 9.022(MB)
Reserve for cache(MB): [100 | Used 0.662(MB)
Delete record history with media:

Cancel

Fig. 10.34 Retention Settings Tab

2. Select the following checkboxes:

e Limit retention time (days):

<Enter value per customer request>.

e Limit retention warning time (hours): <Enter value per customer request>.

¢ Limit database record count checkboxes: <Enter value per customer request>.

3. Type values for each of these settings as required.

Retention Settings

Resource Groups

Alias Banks

Custom Fields

Call Suppression

Data Integrations

ADVANCED SETTINGS

| RETENTION SETTINGS | RETENTION GROUPS

Total Storage Size: 462,052(MB)
Used/Allocated Storage Size: 379,961(MB)
Limit retention time (days): [2556 | Oldest Record 976 days 23:13:42
Limit retention waming time (hours): [72 |
* Limit Retention Warning will alert when Archive Pointer is fewer than ___ (Hours) ahead of

Retention Limit Time for Network and Centralized Archive drives.

Limit database record count:

150,000,000 Current Count 1,172,950

Reserve for attachments(MB): 500 | Used 118.707(MB)
Reserve for reports(MB): 1000 | Used 9.022(MB)
Reserve for cache(MB): 100 | Used 0.484(MB)
Delete record history with media: O

© 2025 Eventide Communications LLC

Fig. 10.35 Setting the Retention Time

| Oldest Record 970 days 20:59:57
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4. Enter values for the following settings in the corresponding fields as per customer requirements.

¢ Reserve for attachments (MB): <Space in MB to reserve for attachments>.

e Reserve for reports (MB): <Space in MB to reserve for reports>.

¢ Reserve for cache (MB): <Space in MB to reserve for cache>.

e Delete record history with media: <Space in MB to reserve for media record history>. Leave this
setting blank by default.

The setting Delete record history with media will delete all recordings and can be potentially
dangerous. Enable this setting only if your intention is to delete all recordings. Otherwise, leave this

setting blank.

The reserve space values shown in Fig. 10.35 are only suggestions for reserving storage for attachment,
cache, reports.

10.7. Configuring Custom Fields

The CIAI Service Provider should configure all specified custom fields, as per customer request.
Specifically, technicians should configure new custom field groups.

To configure custom fields and custom field groups:

1. In the left navigation menu, go to Recording = Custom Fields. All existing custom fields are listed
here.
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FIELD NAME GROUP NAME

FIELD TYPE | INDEXED | EDITABLE

Home

ADDRESS TEXT False
System AGENCY INTEGER  True False
Networking AGENT511_ACCURACY TEXT False False
AGENT511_EVENTS TEXT False False
Recording AGENT511_LOCATION LOCATION  False False
Retention Settings AGENT511_SESSION_ID TEXT False False
AGENT511_TRACK TEXT False False
Resource Groups
AGENT_ID TEXT False False
Custom Fields
AGENT_ROLE TEXT False False
Alias Banks Al_ADDRESS TEXT False True
Call Suppression Al_ALARM TEXT False False
AI_CALLER_ID TEXT False True
Geo-Location
AI_CALL_TYPE Al TEXT False False
Data Integrations Al_CAR_ACCIDENT A TEXT False False
Encryption At Rest Al_CRIMINAL TEXT False False
AI_DISPATCHER TEXT False False
IMBE/AMBE Vocoders -
Al_EVENTS Al TEXT False False

Fig. 10.36 Configuring Custom Fields

2. At the bottom of the page, select Add Field.

WARRANT_NAME_LAST TEXT False False

WARRANT_NAME_MIDDLE TEXT False False

WARRANT_START TEXT False False

zIP TEXT False False

ZONE TEXT False False
EdtField  Delete Field

Fig. 10.37 Adding Custom Fields

The New Custom Field page opens.
3. In the Field Name field, type a name for the new field.

4. In the Group Name drop-down menu, type the group name to which the custom field should
belong. This optional field is used to group custom fields together in CIAI search filters. Default
options are ‘Al' and ‘Transcription’.

You can also create new custom field groups here.

© 2025 Eventide Communications LLC
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5. For CIAl, Service Provider technicians should create the following Custom Field Groups:

e CAD

e TELEPHONY
e RADIO

e LOCATION

6. Create a new Group Name by selecting the New checkbox and then typing a name in the Group

Name field.
Home NEW CUSTOM FIELD
System Field Name: [ALSTRESS
Group Name: Al 21 O New
Networking Field Type: Q
e Text Display Type: TRANSCRIPTION
Image Mapping: O
Retention Settings Indexed: 0
Editable: 0
Resource Groups
& Azt Aadd Cancel
Alias Banks

Fig. 10.38 Creating a Group Name

7. From the Field Type drop-down menu, select a Field Type, e.g. ‘Text’.

NEW CUSTOM FIELD

Home
System Field Name: |AI_STRESS J
Group Name: Al v | J New
Networking Field Type: et~
Text Display Type: Integer
Recording
Image Mapping:
Retention Settings Indexed Float
Editable: Location
Resource Groups Timestamp
. List
Custom Fields Add Cancel
Image List
Alias Banks Checkbox

Fig. 10.39 Selecting a Field Type
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8. From the Text Display Type drop-down menu, select the Text Display Type. For standard text

display, choose ‘Standard’.

NEW CUSTOM FIELD

Home
System Field Name: Al_STRESS ‘
Group Name: Al v | O New
ALY Field Type: Text  v|
Recordi Text Display Type: | Standard v
ecording
Image Mapping:
Retention Settings Indexed: Long
Editable: XML
Resource Groups JSON
Custom Fields Add Cancel
Alias Banks

Fig. 10.40 Selecting the Text Display Type

9. To add an image icon, select an icon from among the various displayed icons. The icon now
appears to the right of the Value field.

10. In the Value field, type a text-based value.

NEW CUSTOM FIELD
Field Name: A_STRESS |
Group Name: Al v | O New
S Roiking Field Type M~ ~
. / Select the Image \
Recording TextDisplay Type: 2T Mapping checkbox. )
Image Mapping: = /
Retention Settings Value Select Image:
ISTRESS | § | Delete .9 § S 99YYRBEGE 4 8
R Gi p
esource Groups A g8 é 'd‘ 'é! g o8 ((:Iq) (('Iq) QR (ﬁr\) @ @ B
Custom Fields BEEREeeooHEH ! Haa
Ve = : |
Alias Banks ( New icon added. ) SRR R JCRACLIRE | B
pe— S AN/ TOACAEEER 4
U| il
000 AIEHYLRERRR
GooLocaton ©000LNNNIRARRQR
Data Integrations CORV PHR OB

Fig. 10.41 Adding an Image Icon
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11. If you select Indexed, the recorder database will maintain an index on metadata in CIAl (and the
Front Panel). This yields faster search and retrieval, at the expense of added server CPU load.

Select the field if commonly searched.

12. To make the custom field editable, select the Editable checkbox. If selected, users can edit the
value of this field in CIAl; otherwise, only the CIAI Service can control the value of the custom

field for a call.

Home

S Field Name:
Group Name:
Networking Field Type:
Text Display Type:
Recording Py P
Image Mapping:
Retention Settings Indexed:
Editable:
Resource Groups
Custom Fields Add Cancel
Alias Banks

NEW CUSTOM FIELD

|AI_STRESS

Al v | O New
[Text v
| Standard v |

13. Finally, select the Add button to save your new custom field. For more information on custom

Fig. 10.42 Saving Custom Fields

fields, see the NexLog DX-Series User Manual, Section 7.3.6. “Custom Fields’.

10.8. Configuring NexLog Reports

CIAI Service Providers are responsible for setting up NexLog reports for the customer, namely, choosing
which reports to enable, running those reports and specifying report recipients.

Report types include:

e Basic Reports
e Advanced Analytics Reports
¢ 911 Call Handling Report

For further information on setting up and running NexLog Reports, refer to the Enhanced Reports

Manual.
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For any requests concerning custom reports, the customer should contact Eventide Communications.

10.9. Configuring CIAIl User Interface Default Settings

e Once the prior steps are complete, configure the default settings for the CIAl user interface.

10.9.1. Adding Default Header Columns

To add default header columns

e In the top right pane, first right-select the header columns menu and then select your preferred Al
header columns. Recommended minimum default fields:

e Channel Name
e Start Time

e Duration

e Caller ID

e DTMF

e Call Direction
e Al Stress

e Al Call Type

e Al Subject

e Al Summary

Channel Name ~ Start Time Duration Caller Id Dtmf  Call Direction Code Ai Call Tyy

Channel Nam Al

pd Ai Subject Ai Summary

Ai Subject Ai Summary

b
Resource Name

Fig. 10.43 Selecting Al Column Headers
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These header columns represent basic defaults. Customers can further customize these defaults to
their preference.

10.9.2. Displaying and Docking the Call Properties Pane

The Call Properties pane should be displayed and docked. It is not displayed by default.
To display and dock the call properties pane:

1. From search results, right-select a call and then select Properties.

Results as of 2025-02-13 13:23:49 -05:00 40 records, 1 sele

Cha.. Source Name Channel Name Start Time ~ Duration Callerld  Dtmf Speech  AiSum.. AiCallT.. RecordID
191 INEALUY_10D Vi1 FUS 1K) LULLUUUL L2991 1-UBUU  UILUG VoI V120722910 THIIVIIE. 1 UHIU GUUIUE ACUIUETILE! | UINAJIDYHOKLI 1
131 NexLog_183 911 Pos 1(De) 2022-06-10 08:11:33-04:00 00:14 2672716262 6301 Delaware Cc Caller dialed Accidental Qj1S6jRwplAOZ
| [131 [ Nextog 183 911 Pos 1(De) 2022-06-10 10:43:35-04:00 m Properties m Caller repo fAVPVRGOMEA!
131 NexLog_183 911 Pos 1(De) 2022-06-10 11:36:58 -04:00 00:57 pm— eal Acci | c Accidental 09h4mFSwa42yl
131 NexLog_183 911 Pos 1(De) 2022-06-10 11:40:27 -04:00 00:27 las Accidental ¢ Accidental L4xMDq6zFaqT|
New Incident from Selected Records |, ) .
131 NexLog_183 911 Pos 1(De) 2022-06-10 12:16:17 -04:00 02:03 re Car acciden Police rooVjokivEpSP)|
131 NexLog_183 911 Pos 1(De) 2022-06-10 12:43:25-04:00 00:35 ' lo, Caller accid Accidental 1101sXcfhal7ral
131 NexLog_183 911 Pos 1(De) 2022-06-1013:21:12-04:00  01:01 Evaluate Records * bd « Caller report Police wel SKWpVgsré
131 NexLog_183 911 Pos 1(De) 2022-06-10 14:08:26 -04:00 01:48 Start Sequential Playback v Witness rep: Police mrote7X5blOKy
131 NexLog_183 911 Pos 1(De) 2022-06-10 14:53:27 -04:00 01:06 Start Mixed Playback ju Caller involv Police A10ja5P8hqBB
131 NexLog_183 911 Pos 1(De) 2022-06-10 15:04:24 -04:00 01:55 Export Ctri+Alt+E  [Yo! Minor car ac Police TnlC8s5z8Vmt;|
131 NexLog_183 911 Pos 1(De) 2022-06-10 15:12:24 -04:00 01:47 Export Single Recording . | Caller repori Police chgelUv4oBXNi
131 NexLog_183 911 Pos 1(De) 2022-06-10 16:09:46 -04:00 02:11 E 's Caller transf Police e6BUPrS4yJm)|

xport Using Preset »
131 NexLog_183 911 Pos 1(De) 2022-06-10 16:38:54 -04:00 00:15 ave Caller accidi Accidental ~dcarglfKoGNJIe
Add Text Annotation

131 NexLog_183 911 Pos 1(De) 2022-06-10 17:05:58 -04:00 01:38 , 1 Caller involv Police onB4kyd4ulDpy
Add Audio Annotation . .
131 NexLog_183 911 Pos 1(De) 2022-06-10 19:22:31 -04:00 00:33 1. | Caller confu Accidental WSeppNyqgFAj
131 NexLog 183 911 Pos 1(De) 2022-06-10 19:43:35-04:00  00:18 Generate Transcription e\ Accidental ¢ Accidental JviJKo1pB3pT(|
131 NexLog_183 911 Pos 1(De) 2022-06-10 21:52:14 -04:00 01:45 Search in record s p Car acciden’ Police 7eW5KXGI8DO’|
» 131 NexLog_183 911 Pos 1(De) 2022-06-10 22:05:11 -04:00 01:13 Al Assistant * |ye: Caller repori Police yGSTjNCjUrniB |

Fig. 10.44 The Call Properties Pane

The Call Properties dialog opens.

1. Select the “-” sign in the top right corner of the dialog to dock it on the right (if the Call Properties
dialog open floating on-screen).
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Caller Id

Duration
00:35
00:35
00:35
00:35
wss ||
00:36

00:35

00:35

00:35

00:36

Call Properties

Properties All

General

Select the - sign to dock \x
C"”"’"“\\ the Call Properties dialog. /,»

Attributes

Channel,
{

Phone

Caller Id Protected

Dtmf Suppressed  No

I

Call Direction  Inbound Flag

Calling Party Record ID

Notes

Annotations

qPOXTg2YQh1gpMf6

Fig. 10.45 Docking the Call Properties Pane

10.9.3. Displaying Default Tabs

To display default tabs:

¢ Go to File = New tab and select the following tabs to open them:

e Browse
e Search
e Evaluations

10.9.4. Displaying the Transcriptions Tab

The following Call Properties tabs are displayed by default:

e Properties
o All
e History

To display the transcriptions tab:

1. In the main menu bar, right-select the Tools menu and select Edit Call Properties.

© 2025 Eventide Communications LLC
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Export Ctri+Al+E
Export Using Preset >
Export Multiple Incidents...

Print/Export Records

2
2

B Edit Date Formats

ources

Edit Search Filters

Edit Resource Groups

Edit Default Permissions

(911F  Resource Gain Defaults
De

Resoun
io Eventide AutoUnpacker...

sical G
ce F

EQ Settings

Upload User Content

I Edit Call Properties

Change Password
131
131

Fig. 10.46 Edit Call Properties

This latter action adds two buttons to the Call Properties menu, a plus (+) sign and a cog icon.

2. In the top right of the Call Properties dialog, select the cog icon.

Call Properties + x

Properties Al History [V x n
‘/ Select the cog to access \,

“\ the tab template. /“

Fig. 10.47 The Tab Template

3. Select the template you want. You can now create a tab layout. You can select a blank layout or
use an existing template. For setup purposes, we will select an existing saved layout.
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4. Select OK.

Configure Tab X

How do you want to create your layout?

Choose to start with a blank layout or use a template

a m

Al v

Stattwitigblankliayout Start from saved template

Fig. 10.48 Tab Layout

5. From the Configure Tab dialog, in the Tab Name field, type a unique name.

6. Select New Section.

7. Select the Edit pencil icon.

8. In the drop-down menu that appears, from the available field options, select Transcription.

9. Select the Add Field button to add the new Transcription field.

10. Select OK.

Configure Tab x
5 Tab Name | Transcription ﬂ
@ [ <] | #] FLUID HEIGHT || OFF
Section Name > v B x

Layout | One Column v

Label WidthA_. <> Use the handle to adjust column label width

vle Add Field

™V x

[Transcnpuon

Transcription

(0] o [ e

Fig. 10.49 Adding the Transcription Tab

The Transcription tab is now added.

© 2025 Eventide Communications LLC
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Call Properties

Properties All

Section Name

What's down?

Format () Audio Redaction Mode # Al Redact
Delk Gounty-513-diopateher-80-Where oy g

Tolke

Um, tool for Highland.

Talker 1

Fig. 10.50 The Transcription Tab Successfully Added

75

11. Optionally, add a user-edited transcription pane to the Transcriptions pane by following the same
procedure shown in this section by selecting User-Edited Transcription, as in step 8.

Properties and Notes

Cha.. Source Name

155~ erig 15911 om0

C A Notsecure 192.168.22.183/client/q Track

i - o

Transcript
Transcription
Transfer Target Name
LEEUEEEN LR Transfer Target Type

Channel Name  Staf Trunk

PI%4 Tx Channel - Zetron
Tx Encryption Key - Zetron
Tx Encryption State - Zetron
Tx Privacy Code - Zetron
Types Of Data
Update Time - Zetron

i User Content Channel Name

User Content File Name
Section N User Content Media Info
Layout ] User Content Media Type
User Content Mime Type

Resource Name

911 Pos 5(De)

[¢ FLuip eiG
User Defined Channelname

[EESRUL: User Edited Transcription

Transcription

aller Id

n label width

1records, 1 selected Q.

Dtmf

Speech

Add Field
~ ¥ x

as

Ai Syl

£

Call Properti|

All

Properties History  Transcription

Section Name

Format () Audio Redaction Mode

Um, tool for Highland.
Talker 1

What's down?

Uh, my daughter's having difficult breathing, she's on|
Talker 1
Did it just start or

Yeah, it started like a a little while ago, she keeps un

Gotcha. Okay, If you have any other symptoms like f

Fig. 10.51 Adding the User-Edited Transcription Tab
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Call Properties + %
Properties All History Transcription
Transcription
Format ()
911, dispatcher 170. Where's your emergency?
Talker 2022 4-04
Yeah, good afternoon. Uh, there's | just want to report an accident on, 95
north right on the active to 476
Transcription 1

Are

down

Talker 0

you involved?

Talker 1 4
User Edited Transcription

Fig. 10.52 User-Edited Transcription Tab Successfully Added

10.9.5. Displaying Transcriptions in the Timeline

Call transcriptions are not shown on the timeline by default.
To display transcriptions in the timeline:
1. In the main menu, select View -> Icons and Markers.
2. From the fly-out menu, select Show Transcription in Timeline.

3. Also select Show Calltype Icons.

© 2025 Eventide Communications LLC
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- Multimedia Display Options
Filters (1) 18 Dispiay Op

@ Evaluations m

olNama _« StartTima Duration

Crifical
Insichts E]

0 records, 0 selected QB

Enable Geo-Display

Callerid  Dtmf

Speec

Icons and Markers v Show Connections Icon
[p2-06-01 00:00:00 Connection Information Show Alarms Icon
LR Alarms v Show Reports Icon
_ Reports Show Clear Filters Icon
Archives Show Export Markers 0
bs 5) Play Audible Alarm Show Loop Markers
v Follow Playback Show Calltype Icons '
F Show Playing Record Ctrl+Alt+C | v Show Tab Search
ZUP Show Playback Audit Show Transcription in Timeline < e “\
Column Defaults v Show Call Counts in Search Tab 7\‘ Select Show Transcrlptlon \’
Timeline Defaults \\ in Timeline. /
Save Current Columns Layout as Default
Warn On Exit
w

Fig. 10.53 Displaying Transcriptions in the Timeline

4. Right-select a call and then select Generate Transcription.

13 NexLog_183 911 Pos 1(De) 2022-06-10 11:40:27 -04:.00 00:27 6301 912672168: Yeah, it was Accidental ¢ Accidental L4xMDq6zFaql
NexLog_183 911 Pos 1(De) 2022-06-10 22:05:11 -04:00 m 913022527 Bolico
131 | : N I ,
131 NexLog_183 911 Pos 1(De) 2022-06-10 23:31:23 -04:.00 00:18 6301 912158922t H flvmMewY:
131 NexLog_183 911 Pos 1(De) 2022-06-02 08:52:50-04:00  00:16 610511211% 6250 M Protect INSAPITMD
131 NexLog_183 911 Pos 1(De) 2022-06-0212:39:35-04.00  01:44 610511136¢ 6250 I, New Incident from Selected Records  BxDrLRdXk
131 NexLog_ 183 911 Pos 1(De) 2022-06-0115:55:32-04.00 0124 610511136¢ 6301 " » Juuwkedoy
131 NexLog_183 911 Pos 1(De) 2022-06-0115:57:30-0400  01:18 6105112147 6301 H  Evaluate Records » KzMPHOJq
e |
131 NexLog_183 911 Pos 1(De) 2022-06-0117:25:11-04:00 0124 610511137¢ 6301 H  start sequential Playback pafarvmwt
131 NexLog_183 911 Pos 1(De) 2022-06-0117:27:04-04:00 _ 01:40 61 0151 1001¢ 6301 H  tort Mied Playback $59BwWmmf

Resource Name

911 Pos 1(De)

TR | 1 (| (| [ | Export. Ctri+Alt+E [
Export Single Recording

Export Using Preset »
Add Text Annotation
AV
One Minute ‘ R— | Add Audio Annotation

Generate Transcription

01:13

Volume e s 100% Search in record
Speed e s 100% 1«4 » 4 @ Al Assistant »

Fig. 10.54 Generating a Transcription

Transcriptions are now displayed for calls in the timeline.

10.9.6. Saving the Current Header Columns Layout as Default

You can save your most recent configuration changes to the CIAl header columns.
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To save the current header columns layout as default:

¢ Right-select anywhere in the header column section (grey bar) and select Save Current Columns
Layout as Default. This action sets the Ul back to its default settings. Now you can configure the
user interface.

@ screen rec redaction test & redact3* & redact2 Q Search Columns

Reset to default

Results'asioi2025,05,00l15.55:57.05.00 Save Current Columns Layout as Default I

.. Source Na.. Channel Name Start Time Duration Callerld Dtmf  Speecl Al

131 NexLog_183 911Pos1(De)  2022-06-1022:05:11-0400  01:13 6301 9130225 Hello. L v Ai Call Type L
131 NexLog_183 911Pos1(De)  2022-06-0217:03:00-04:00  00:58 6301 91215601 Hello. || Al Car Accident %
131 NexLog_183 911Pos1(De)  2022-06-1023:03:54-0400  00:19 6105110016301  Hello.¢  A'EeS 6
131 NexLog_183 911 Pos 1(D 2022-06-02 09:05:00-04:00  00:59 6250 01215241 Hello,y " "e1dent Type Code I
xog LS00 i Rt €108 Al Jobstatus 0zgwyBokevafuli?
131 NexLog 183 911Pos1(De)  2022-06-1012:43:25-0400  00:35 610511207:6301  Hello.k o jobctatus 2quizhdgsdnziaxo ]
131 NexLog_183 911Pos1(De)  2022-06-1023:31:23-0400 0018 6301 9121589: Hello, ] i Jobstatus Selta1idyevSeils v
131 NexLog_183 911Pos1(De)  2022-06-0219:44:33-04:00  01:59 61051113476301  Excuse AiJobstatus Shtmwpurn3jqvybd »

Fig. 10.55 Saving the Current Columns Layout as Default

10.9.7. Running Queries with Al Research Assistant

You should run queries with the Al Research Assistant to verify that it is working properly. This includes
its voice-activated modes.

To run queries with Al Research Assistant

1. At the top right of the CIAI main menu bar, select the Al Research Assistant icon to the left of the
customer’s username.

N

/Al Research Assistant
wand icon. Orecords, Oselected Q. @

Start Time Duration Caller Id Dtmf Ai Call Type Ai Dispatcher Ai Summary

Fig. 10.56 Al Research Assistant Icon

The Al Research Assistant pop-up dialog opens.

2. Verify that Al Research Assistant is working properly by running a query.

© 2025 Eventide Communications LLC
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3. In the text field provided, enter a search query, e.g., “Show me all calls from last week containing

the word “accident”. (Include the agency name in the query to test for accuracy of transcription).

4., Confirm that search results are returned. If not, try using a specific date/date range, or include the

channel name, and/or a different search keyword.

5. Test voice-activated search functionality by activating it and running a vocal search query (using a

headset).

6. Similarly, test the ‘Hey Assistant’ voice-activated function by speaking the phrase, ‘Hey Assistant’

into a headset to automatically run a search query.

7. Confirm in each case that search results are returned.

For instructions on how to run voice-activated queries, refer to the Al Research Assistant

Quickstart Guide.

Start 2022-06-01 00:00:00
End 2022-06-30 23:59:59

Resources

%o Resources
®-0131

-0 135(911 Pos 5)
-0 911 De

-0 Audio
#-0 Physical Group
@ 0 Police Feeds

X AiKeywords

Search For: accident

EmptyOnly ¢ Exact

SEARCH

Mozilla Firefox browser does not support voice-activated search queries for CIAl. Use

Filters (1)

oo K

Not Empty

Results as of 20250212 00:10:02 05:00

Cha.. Source Name
131 Nexlog 183
131 Nexlog_183
131 Nexlog_183
131 Nexlog_183
131 Nexlog.183
131 Nexlog 183
131 Nexlog_183

911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)
911 Pos 1(De)

Resource Name

911 Pos 1(De) >

A
v

Yy @ o
One Minute v 1 @

Channel Name

Start Time

2022-06-0115:50:33 -04:00
2022-06-0115:55:32 -04:00
2022-06-01 15:57:30 -04:00
2022-06-01 17:25:11 -04:00
2022-06-0117:27:04-04:00
2022-06-01 19:00:10 -04:00
2022-06-01 19:06:50 -04:00

+ Duration Call.. Dtmf Speech

00:21
01:24
01:18
01:24
01:40
01:00
00:16

131 Nexlog.183  911Posi(De)  2022-06-0121:34:31-04:00  00:13 \
% £2) Starting over. All previous searches and filters have been =

40records,0selected Q B &

Al Summary Ai Call Type Record ID

Wwﬂalw9 Accidental 7MP03kvj
. Baltii Police 2IXouuw
Al Research Assistant \ent < Polce Py

\

pop-up dialog gtor Police 8Tongf41
6ib Gcaron Medical  fDYVS9BW
215847 637/~ O, uh, | was ju Caller accidentally dialed 9° Accidental  FWWKNZ]
o109 Al Research Assistant x
6301

cleared. 1
)

Show me all calls from June 2022 containing the word
‘accident’

£2) Searching for all calls from June 2022 containing the word
‘accident’.

Show me all calls from June 2022 containing the word
‘accident’

£2) Searching for all calls from June 2022 containing the word
‘accident’.

¢ 2

>

v .

Fig. 10.57 Al Research Assistant

Google Chrome or Microsoft Edge instead.
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8. From the call results displayed, right-select a call and choose Properties to inspect the call
properties.

10.9.8. Verifying Resource Groups

To verify Resource Groups:

1. Confirm that all previously-configured Resource Groups and their corresponding channels
successfully show up in the left pane of the Ul. If not, you should check the Group Rules for that
Resource Group. To do so:

2. Sign in to Web Configuration Manager.

3. Go to Recording = Resource Groups.

4. Select a Resource Group, e.g. ‘911 Positions’ and then select the Group Rules button.

5. Make sure that Search Rules and Permissions Rules are selected for that Resource Group.

Before completing the configuration of the CIAl user interface, one additional task remains.

10.9.9. Adding Call Type Icons

Call type icons (shown in the following screenshot in the Resource name pane of the CIAl timeline) are
not automatically transferred to CIAl and so do not show up by default.

© 2025 Eventide Communications LLC
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Results as of 2025-01-23 11:55:17 -05:00

3393 records, 0 selected

Filters

Channel Name Start Time Dtmf Call Directi.. AiCallT.. Al Summary
Z_SIRN ALL POLICE 2025-01-23 11:54.44 -05.00 0003 660107 VLG-channe Inbound
= B Z.SRNPUTEMS  202501:2311:5429-0500 0003 660083 VLG-channe inbound
End 20250123 2359.59
e Z.SIRNALLPOLICE 202501:2311:5344-0500 0003 660107 VLG-channe inbound
Resources Z_SIRN PUT EMS 202501-23 11:53:29 -05.00 0003 660083 VLG-channe Inbound
9 @ Resources Z.SIRNALLPOLICE 202501:2311:5244-0500 0003 660107 VLG-channe Inbound
I ZSRNPUTEMS  202501-2311:5229-0500 0003 660083 VLG-channe Inbound
@ O All Ret
e Z_SIRNALLPOLICE 20250123 11:5144-0500 0003 660107 VLG-channe Inbound
a ZF2WINFELD  202501:231151:330500 0002 VLG-channe Inbound
O Screens ZSRNPUTEMS  202501:2311:5129-0500 0003 660083 VLG-channe inbound
PT:) 202501:2311:51:10-0500 0001 VLG-channe Inbound
Z.SIRNALLPOLICE 202501:2311:51:09-0500  00.04 660107 VLG-channe inbound
Z.sLen 202501:2311:51:08-0500 0003 VLG-channe Inbound
Z.ste0 202501:231151:020500 0003 981 VLG-channe Inbound
Z_SIRN ALL POLICE 2025-01-23 11:51:02 0500 0005 660107 VLG-channe Inbound
Z.SIRNALLPOLICE 202501-2311:50440500 0003 660107 VLG-channe Inbound
Z_SIRN PUT EMS 202501-23 11:50:29 -05:00 0003 660083 VLG-channe Inbound
Z.SIRNALLPOLICE 202501-231149:59-0500 0002 660107 VLG-channe inbound
POSITION 3 VOIP 2025-01-23 11:49.58 -05.00 0023 Jsmith Inbound Internal Internal communication about Echo 521872. No ac internal
Z.SIRNALLPOLICE 20250123 11:49:440500 0003 660107 VLG-channe Inbound
POSITION 5 VOIP 202501-23 11:49:41 -05.00 0014 ‘mdombeck Inbound Internal Internal call regarding driver's kcense check. Iinternal
ZSRNPUTEMS  202501:23114929-0500 0003 660083 VLG-channe Inbound
Z.SIRNALLPOLICE 202501-2311:48:44-0500 0003 660107 VLG-channe Inbound
20250123 11:4830-05.00
Z_SIRN ALL POLICE 5] @ |
Z_SIRN CABELL 911 ol
Z_SIRN JACKSON 911 > | .
s Call Type icons not
Z.SIRNKANPOLICEWEST 5] g
transferred over by default.
Z_SIRN LINCOLN 911 ')
Z_SIRN MASON 911 5] & R
Z_SIRN MUNICIPAL FIRE > ‘
Z_SIRN PUT EMS )
Z_SIRN PUT FIRE > ‘
Z SLep > 4 |
SEARCH A Y @ e
oneMite v T @ QY .

Fig. 10.58 Adding Call Type Icons
To add or transfer these icons to the CIAl user interface, they must be configured from the CIAlI Web
Configuration Manager.
To add calltype icons to the CIAl user interface:

1. Sign out of CIAl and sign in to the CIAlI Web Configuration Manager by selecting the cog on the
lower right of the page.

2. Go to Recording -> Resource Groups.
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Home RESOURCE GROUPS
| Al Groups v New Group. Global Resources
Network POSITION 1 VOIP (Putnam Aj) 586 0214 (Putnam Aj)
POSITION 2 VOIP (Putnam Aj) 586 0247 (Putnam Aj)
POSITION 3 VOIP (Putnam Aj) 586 0273 (Putnam Aj)
POSITION 4 VOIP (Putnam Aj) 586 0295 (Putnam Aj)
POSITION 5 VOIP (Putnam Aj) 586-0214 (Putnam Aj)
POSITION 6 VOIP (Putnam Ai) 586-0246 (Putnam Aj)
POSITION 7 VOIP (Putnam Ai) 5860247 (Putnam Ai)
+ All Resources « 586-0273 (Putnam Al)
Call Suppression + Phones 586-0295 (Putnam Aj)
+ Radio 586-0911 (Putnam AJ)
Custom Fields + Screens 911 - 1 (Putnam AJ)
° 911 - 2 (Putnam Aj)
Alias Banks TS 911 - 3 (Putnam Al)
P R 911 - 4 (Putnam A))
Dsta ooy (3 9111 (Putnam Al)
- @ Playback Rules 911-2 (Putnam Al)
© Record Rules 911-3 (Putnam AJ)
Encryption At Rest @ Retention Ruies 9114 (Putnam AJ)
© Search Rules 9115 (Putnam Al)
IMBE/AMBE Vocoders Qs

Fig. 10.59 Named Resources

3. In the Global Resources pane on the right, under Named Resources, select the group of channels
for which you want Call Type icons to appear.

Filters Results as of 20250123 11:55:17 -05:00 3393 records, Oselected Q. B @

Channel Name Start Time ~ Duration Agentid Caller Id Dtmf Call Directi... AiCallT..
Z_SIRN ALL POLICE 202501-23 11:54:44 -05.00 0003 660107 VLG-channe Inbound
120250123 00:00:00 B Z_SIRN PUT EMS 20250123 11:54:29 -05:00 0003 660083 VLG-channe Inbound
End 202501-232359.59 @
Z_SIRN ALL POLICE 202501-23 11:53:44 -05.00 0003 660107 VLG-channe Inbound
Resources : Z_SIRN PUT EMS 2025-01-23 11:53:29 -05.00 0003 660083 VLG-channe Inbound
Z_SIRN ALL POLICE 202501-23 11:52:44 -05:00 00:03 660107 VLG-channe Inbound
Z_SIRN PUT EMS 202501-23 11:52:29 -05.00 0003 660083 VLG-channe Inbound
Z_SIRN ALL POLICE 20250123 11:51:44 -05.00 00.03 660107 VLG-channe Inbound
Z_F2 WINFIELD 202501-23 11:51:33 -05:00 0002 VLG-channe Inbound
Z_SIRN PUT EMS 202501-23 11:51:29 -05.00 00:03 660083 VLG-channe Inbound
Z_SLED 202501-23 11:51:10-05.00 00:01 VLG-channe Inbound
Z_SIRN ALL POLICE 2025-01-23 11:51:09 -05:00 0004 660107 VLG-channe Inbound
Z_SLED 202501-23 11:51.08 -05.00 0003 VLG-channe Inbound
Z_SLED 20250123 11:51.02 -05:00 0003 981 VLG-channe Inbound
Z_SIRN ALL POLICE 2025-01-23 11:51:02 -05:00 0005 660107 VLG-channe Inbound
Z_SIRN ALL POLICE  2025-01-23 11:50:44 -05.00 0003 660107 VLG-channe Inbound
Z_SIRN PUT EMS 202501-23 11:50:29 -05:00 00:03 660083 VLG-channe Inbound
Z_SIRN ALL POLICE 2025-01-23 11:49:59 -05:00 00:02 660107 VLG-channe Inbound
POSITION 3 VOIP 202501-23 11:49:58 -05.00 0023 jsmith Inbound Internal Internal communication about Echo 521872 No ac internal
Z_SIRN ALL POLICE 202501-23 11:49:44 -05:00 00:03 660107 VLG-channe Inbound
POSITION 5 VOIP 2025-01-23 11:49:41 -05.00 0014 mdombeck Inbound Internal Internal call regarding driver's kcense check. Internal
Z_SIRN PUT EMS 20250123 11:49:29 -05.00 00.03 660083 VLG-channe Inbound
Z_SIRN ALL POLICE 2025-01-23 11:48:44 -05.00 00:03 660107 VLG-channe Inbound
2025-01-23 11:48:30 -05.00 VLG-channe Inbound
1 1 1
Z_SIRN ALL POLICE > ’ |
Z_SIRN CABELL 911 >
Z_SIRN JACKSON 911 > - i
Call Type icons not
Z_SIRN KAN POLICE WEST >
transferred over by default.
Z_SIRN LINCOLN 911 >
Z_SIRN MASON 911 > X

Z_SIRN MUNICIPAL FIRE >
Z_SIRN PUT EMS >

Z_SIRN PUT FIRE >

Z SLED >

A Y G
OneMinute v § T @

SEARCH

s B B 5 8 5 5 5 8 8

Fig. 10.60 Selecting Channels

4. Right-select a group of channels and from the menu, select Edit Resource Type.
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5. From the Resource Type menu, select Phone.

Select Resource Type o

POSITION 1 VOIP

Resource Type:

|
CELL PHONE
PHOTO

RADIO*
RADIO EMERGENCY

RADIO PATCH
RADIO EMERGENCY
PATCH

RADIO EMERGENCY
GROUP

Fig. 10.61 Selecting a Resource Type

6. Select OK.

Select Resource Type

POSITION 1 VOIP

Resource Type: PHONE

Fig. 10.62 Adding Channels for a Resource Type

A popup confirms that the Call Type icons were successfully added.

Update Resource Type to PHONE
Recorder Resource Status
Putnam Ai  POSITION 1 VOIP  SUCCESS

Putnam Al POSITION 2 VOIP  SUCCESS
Putnam Ai  POSITION 3 VOIP  SUCCESS
Putnam Al POSITION 4 VOIP  SUCCESS
Putnam Ai  POSITION 5 VOIP  SUCCESS
Putnam Ai  POSITION 6 VOIP  SUCCESS
Putnam Al POSITION 7 VOIP  SUCCESS

Fig. 10.63 Call Type Icons Successfully Added
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10.9.10. Applying the Default Configuration to New Users

To apply the default configuration to new users:
1. Go to Users and Security -> Users.

2. First, right-select the account for the currently signed-in user (e.g., admin) and then select Use
selected user as new user configuration.

AD DAP ROUP A 0 ACCO

8639 No No Agents Enabled

etwo g Agent_2 No No Agents Enabled

Agent_3 Yes No Enabled

oreing Eventide Yes _____ No 2025-02-13 10:27:59 ... Enabled

Super 4 Currently signed-in \ SuperEvaluators 2025-02-07 17:49:17 ... Enabled

SuperEval user (admin) SuperEvaluators 2025-01-23 11:09:29 ... Enabled

g Supervisor /" MNo No SuperEvaluators Enabled

admin i Yes Duplicate 24-11-1919:17:53 ... Enabled

‘ agent1 No Edt Enabled

Users agent170 No Delete Enabled
Change Password

System Security agent205 No Permissions Enabled

agent63 No Synchronize User(s) Enabled

Active Directory configAdmin No Use selected user as new user configuration 25-01-09 13:58:47 ... Enabled

Encryption and TLS e No Apply defaul( MediaWorks configuration to selected usersﬁ 241126 15:21:47 .. Enabled

Fig. 10.64 Applying the Default Configuration to New Users

Now, if you create a new user, the user will have all your configured defaults.

10.9.11. Applying the Default Configuration to Selected Users

You can also replicate the new configuration defaults to selected users at once.
To apply the default configuration to selected users:

1. On the Users page, press CTRL then click, to successively select all specific users for whom you
want to replicate the configuration.
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Users

System Security

Active Directory

Encryption and TLS

8639
Agent_2
Agent_3
Eventide
Super
SuperEval
Supervisor
admin
agent1
agent170
agent205
agent63
configAdmin

export

No

Delete

Change Password

Synchronize User(s)

Agents

Anantc

2025-02-13 10:27:59 ...

. to all selected users.

| Apply default MediaWorks configuration to selected users | 2024-11-19 19:17:53 ...

No

Agents

= i CTRL + Select user:

o
No
No

No

—
S.
.
Agents
Agents

Configuration Admins  2025-01-09 13:58:47 ...

2024-11-26 15:21:47 ...

Enabled

Enabled

Enabled

Enabled

Apply default configuration

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Fig. 10.65 Applying the Default Configuration to Selected Users

2. Right-select anywhere in your selections and from the menu select Apply default MediaWorks

configuration to selected users. All selected users will now receive the same configuration in the

CIAl user interface.

3. Confirm for each of the user accounts you configured earlier that the default configuration has

taken.

10.10. Monitoring and Alerts

Monitoring is very important. CIAl Service Provider techniciansshould set up recorder alerts, a higher
severity or impact that require attention and a response. They should also set up an email address to

notify their service department about alerts, so that end users are notified in case of connectivity or

other issues (low remaining storage, etc.).

o Verify that alerts are properly sent out if the connection to CIAl is lost. If there is an outage, then

CIAl will not immediately have calls available.

10.10.1. Configuring Email Alerts

This section deals with configuring specific alerts to be sent to an email recipient.

To configure email alerts:

1. In the left navigation menu, select Alert Codes. The Alert Codes page opens. Active alarms are

displayed at the top right (in red text) accompanied by an orange Warning! icon.
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2. Select the active alarm.

Cl
d 0go
o Show Filters
Current Alarm.
oD R
2025-02-07 2302 Network Archiving connection to address: NAS, share: jdoe_NAS is not active. WARNING
+ 5 19:45:06+00:00 EST Error: mount error: could not resolve address for NAS: Unknown error
2025-02-07
N 17:28:20+00:00 EST 74 Resolved: QA Error. Failed INFO
2025-02-07 .
Q .
17:2923+0000EST 74 A Error: Failed. INFO
20260207, 2402 The Centralized Archive source with serial number 240100152 is not connected ERROR
= 13:16:15+00:00 EST
2025-02-07 51 Upgrade to version 2025.1[6121] from version 2025.1[6104] completed at "2025/02/07 INFO
13:13:26+00:00 EST 18:11:53+0000"
e d
2025-02-07
13:13:21+00.00 EST  © BeCoRe SR INFO
d Log
- A ooEsT 2402 Centralized Archive source 240100152 has connected ERROR

Alert History :
2025-02-07

Active Alarms 13:10:37+00.00 ST 1° EecotierSINOMY INFO

Fig. 10.66 Active Alarms

An alarm pop-up dialog opens.

Active Alarms

| 2402 | The Centralized Archive source with serial number 240100152 is not connected |

Active Alarms Page Close

Fig. 10.67 Pop-up Dialog Displaying Alarm Message

3. Note the alarm number and then close the dialog.

4. Select Show Filters.

Show Filters

ALERT
CODE ALERT TEXT

Fig. 10.68 Show Filters

5. Search for the alarm number.
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Alert Search method 1:

¢ In the Alert Code field, type the alarm number to search for and then select Go.

Alert Search method 2:

1. Scroll to the bottom of the page and select the Next and Previous buttons (or enter the page
number (estimated) ) and select Go. The error message now displays on-screen.

Hide Filters.

Start Date: |

End Date: |

|
Alert Code: [2402 | Severity: [[ALL] v Clear

Fig. 10.69 Alert Search method 1

2400 Centralized Archiving is not connected to <~110~>. Error: <~111~> ERROR

2401 The recorder at <~110~> is transferring duplicate calls. This may be because the ERROR
archive pointer was reset

2402 The Centralized Archive source with serial number <~110~> is not connected ERROR
The archive time for <~110~> is behind the call retention period of <~111~> days

2403 This means calls are being deleted before they can be archived SEVERE
The archive time for <~110~> is currently behind the call retention warning limit

2404 Recordings are in danger of being deleted before transfer because the archive ERROR
time is falling behind real time

2405 Centralized archiving failed to insert calls for <~110~> ERROR

2406 Centralized archiving failed to update calls for <~110~> ERROR

2407 A new recording warrant has been configured. ID: <~110~> date: <~111~> | INEO

number: <~112~> name: <~113~>"

Page D 0f13 EdtAlert

Export

Import

Fig. 10.70 Alert Search method 2

2. Select the line that contains the error message number and note the alarm type and its severity.

3. Select Edit Alert.
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) - 2402 The Centralized Archive source with serial number <~110~> is not connected ERROR l
Client Activity
2403 Ihe archive time for <~110~> is behind the call retention period of <~111~> days SEVERE
Monitoring his means calls are being deleted before they can be archived

The archive time for <~110~> is currently behind the call retention warning limit.

B 2404 Recordings are in danger of being deleted before transfer because the archive ERROR
Utilities
time is falling behind real time.

2405 Centralized archiving failed to insert calls for <~110~>. ERROR

Basic Reports

2406 Centralized archiving failed to update calls for <~110~>. ERROR

Enhanced Reports Anew recording warrant has been configured. ID: <~110~> date: <~111~>

20 number: <~112~> name: <~113~>" RO
Quality Factor Software —
Next Previous = Page [6 of 13 | Go
Change Password Export Import
. oge
Fig. 10.71 Editing an Alert
4. At the bottom of the Edit Alert Code page, select the Send Email checkbox.
USERNAME - ADMIN LDAP GROUPS LAST LOGIN ACCOUNT STA..
System
Agent_2 No No Agents Enabled
Networking Agent_3 Yes No Enabled
Eventide Yes No 2025-02-07 13:15... Enabled
Recording
Super No No SuperEvaluators  2025-01-29 12:19... Enabled
Al Supereval No No SuperEvaluators  2025-01-23 11:09.. Enabled
admin Yes = 11-1919:17... Enabled
Duplicate
Delete
agent170 No Enabled
Users and Security Change Password
agent205 No C Enabled
Users Permissions
agent63 No Synchronize User(s) Enabled
System Security configAdmin No Use selected user as new user configuration 01-09 13:58_.. Enabled
export No Apply default MediaWorks configuration to selected users [11.26 15:21_ Enabled
Active Directory
group No No Group Evaluators ~ 2024-12-06 13:30... Enabled
Encryption and TLS group2 No No Group Evaluators ~ 2024-11-27 11:38... Enabled
Authentication Providers ir No No Instant Recall 2024-12-03 15:52.. Enabled
maint No No Maintainers 2025-01-09 13:53.. Enabled
User Groups
super2 No No SuperEvaluators  2024-12-03 13:56.. Enabled
Permissions - - — memmmsamemen ot
Search by Username Add User | Edit User | Delete User || Change password = Permissions

Alerts and Logs

Fig. 10.72 Setting up Email Alerts

5. Select Save. As the final steps, you will configure the email address of the alert recipient.
6. Go to Users and Security -> Users.

7. Right-select the user to whom alerts will be sent, and then select Edit from the combo box menu
(or alternatively, select Edit User at the bottom of the page).
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AD DAP ROUP AST LO ACCO
Agent_2 No No Agents Enabled
etworking Agent_3 Yes No Enabled
Eventide Yes No 2025-02-07 13:15.. Enabled
Recording
Super No No SuperEvaluators 2025-01-29 12:19... Enabled
A SuperEval No No SuperEvaluators 2025-01-23 11:09... Enabled
admin Yes 5 11-1919:17...  Enabled
Duplicate
agent170 No Delete Enabled
and Change Password
agent205 No - Enabled
Permissions
agent63 No Synchronize User(s) Enabled
System Security configAdmin No Use selected user as new user configuration 01-09 13:58... Enabled
export No Apply default MediaWorks configuration to selected users |11.26 15:21.. Enabled
Active Directory
group No No Group Evaluators ~ 2024-12-06 13:30... Enabled
Encryption and TLS group2 No No Group Evaluators ~ 2024-11-27 11:38... Enabled
Authentication Providers ir No No Instant Recall 2024-12-03 15:52... Enabled
maint No No Maintainers 2025-01-09 13:53... Enabled
User Groups
super2 No No SuperEvaluators 2024-12-03 13:56... Enabled
Permissions — f— e
Search name. Delete User || Change password || Permissions

Alerts and Logs

Fig. 10.73 Edit User

8. On the User Info tab, in the Email field, enter the recipient’s email address.

9. Select Save.

| USER INFO PERMISSIONS ACCOUNT SETTINGS RESOURCE PERMISSIONS SEARCH FILTERS

Username: admin

Force password change at next

login O

First name: ]
Middle name: ]
Last name: ]
Suffix: ]
Email: [doe@agency.com

Cancel

Fig. 10.74 Selecting an Email Recipient for Alarms

For all configured alerts, the recipient (e.g., jdoe@agency.com) will now receive an email.
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You cannot set up email for all alerts at once. Alerts must each be set up individually.

10.10.2. Exporting and Importing Alerts

You can also export and import alerts.

To export or Import alerts:

1. Go to Alerts and Logs — Alert Codes. Select Export to export alerts.

23

Monitoring

24
Utilities 25

. 26
Basic Reports

27
Enhanced Reports

Quality Factor Software

Change Password

Next

The process <~110~> has been manually terminated INFO
<=1l 0=><=dil=><l12=><113 > INFO
This is a test email sent from recorder <~1~> at facility <~2~> INFO

The system temperature of recorder <~1~> has exceeded the

normal operating range. The system temperature is <~110~> C. ERRCR

Network cable unplugged for device <~110~> [<~111~>] INFO

Page [1 of 13 | Go Edit Alert

Fig. 10.75 Exporting and Importing Alerts

2. Similarly, select Import to import alerts.

10.10.3. Exporting Logs

You can also export logs from the Alerts and Logs — Logging menu.
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LOGGING OPTIONS

Home

System (] Enable Verbose Logging
Enable Analog/Digital Recording Board Driver Logging

S e

Recording
Al ADVANCED SETTINGS
First Remote SysLog Settings
Archiving
Users and Security =) Enable logging to remote Syslog Server
Address [
Alerts and Logs Port o
Alert History Protocol [UDP v
Format
Active Alarms (BFCS24 V]
~) Enable detailed remote logging
Alert Codes
Logging Second Remote SysLog Settings
Email
Enable logging to second remote Syslog Server
GPIO Address [
Audit History Port 0
Protocol [UDP v
Client Activity
Format RFC 5424 v
Monkoring Enable detailed remote logging

Utilities
Automatic Log Export Trigger

Basic Reports

Trigger on Alert Codes
Enhanced Reports

Export to None Selected v
Quality Factor Software Trigger One Time Only
Change Password

Save

Fig. 10.76 Logging Options Main Menu

To export logs:
1. Go to Alerts and Logs — Logging.

2. In the top Logging Options section, select the Export logs button.

LOGGING OPTIONS

Enable Verbose Logging
Enable Analog/Digital Recording Board Driver Logging
Save

Exporting logs.

Fig. 10.77 Exporting Logs

Step 2 zips the recorder’s log files and allows you to download them to your PC to send to the
CIAI Service Provider or to Eventide Communications personnel. If running from the front panel,
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rather than a web browser, you can optionally write the logs to a plugged-in USB Keychain drive
or other archive medium rather than downloading them.

LOGGING OPTIONS

] Enable Verbose Logging
Enable Analog/Digital Recording Board Driver Logging
Save

Export Complete! Click to download logs

Fig. 10.78 Logging Options

3. Leave the other checkboxes at their default settings, un-selected.

You can also export recorder logs when a specific alert code is triggered, which may indicate an
issue. Recorder logs can be exported to available archive drives, ensuring they are saved before
getting overwritten.

4. Under Alerts and Logs = Logging, in the Advanced Settings section, scroll to the bottom to
Automatic Log Export Trigger.

5. In the Trigger on Alert Codes field, enter the alert code that will prompt the recorder to export its
logs.

6. In the Export to drop-down menu, select the archive drive to which you want the logs exported.

Regarding the Syslog settings in the Advanced Settings section of the page, refer to the NexLog
DX User Manual, Section 7.6.4.1. “Remote Syslog Settings’.

10.10.4. Monitoring with NMS

Eventide Communications is responsible for basic infrastructure monitoring (i.e. AWS). However, if the
customer has purchased NexLog Monitoring Server (NMS) license, which is optional, CIAIl Service
Providers will be responsible for monitoring the CIAI Service for alerts through NMS. The Service
Provider will be notified of alarms and will take appropriate actions to notify Eventide.

NexLog Monitoring Server (NMS) is an HTTPS-based monitoring application for NexLog DX-Series
products. NMS requires the following license.

e DX930 - NexLog Monitoring Subscription
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10. Configuring the CIAI User Interface

If the customer has purchased an NMS license for their recorder, CIAl Service Provider technicians must
add the license to it, following the procedure shown in Section 9.5.2 - Adding the CloudSync License.

Once the license is added, CIAI Service Provider technicians can sign in to NMS using their email
address and password to monitor the customer’s recorder(s) and view, acknowledge, and close all active

alarms from a single console.

Nexi.oe D) 4

Monitoring Server[series

Password

Fig. 10.79 NMS Sign-in screen

NMS provides a dashboard to users upon sign-in, where they can view the health status of their NexLog
DX-Series recorders. The NMS dashboard offers the following features:

¢ Health Dashboard: A real-time 24x7 dashboard to view all the customer’s NexLog DX
recorders and their health.

e Alarm Filtering: Create custom re-usable alarm filters for each recorder.

e Contact Groups: You can group technicians together and assign them to specific recorders.

e Recorder Groups: Group your NexLog DX-Series recorders together for easy access and

organization.
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T Active Alarms  eventide v | | Al Groups v [ Geners
Health Dashboard
Details Recorder Alarms Active NMS Alarms Recordings Serial Name v Version Last Contact OXSUS
J 0 o ) 100000347 ADASvmThree 2021.4(1502) 2023-06-09
J 0 0 1 240100130 adasvmfour 2021.411502) 9 5 23-08-2
4 y 644 45100 NexLog 2021-09-09 16:22:3 6-04-01
J 0 936 451000 NexLog 14[1502) 2021-09-09 16:26:2
) 2 1 0 0 745102135 NexLog 2 1252 2021-07-07 11:10:34
X8 745100476 14 2021-07-1317:2316
g 6 0 0 745110031 2021-09-09 16:24:23
i X 313 100000086 NLDX_740 2021411502) 2021-09-09 16:21:38 2021-12-30
P\ | ] 745100016 NLDX _740_22.195 20215[1650 2021-09-08 16:31:11

NLDX _740_22.124

EXP_2381

=y
o m|lo =

DX_Q370M8_2326

= Kk KQ{\ = ‘]‘ ‘}‘

%
D
Q_‘)r-b
W X

v ~/ 0 C
J T o TEOCUNTIZ DX QTS 23 2% 2-03
J 0 0 2208 745100014 NexLog 2 2021-09-09 16:25:18 2022-02-02
J 0 0 J 740004231 RAT_NLDX_740_22.201 202141 2021-09-09 16:23:24 0

v % 3 ) 0 350100102 EXP_M23.87 20215 2021-09-09 16:24:31 2022-08-11

Fig. 10.80 NMS Monitoring Dashboard

For more information on NMS, see the NexLog DX-Series User Manual, Section 7.6.9, “NexLog
Monitoring”.

10.10.5. Setting Up NMS Monitoring

You can set up NMS Monitoring by following these steps:
To set up NMS Monitoring:
1. In the left navigation menu, select Alerts and Logs — Monitoring.

2. On the NexLog Monitoring Server page, enter the following NMS URL:
https://monitor.nexlogdx.host/api

3. Select Save.
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NEXLOG MONITORING SERVER

Home

X Licensed Until 2025-12-12
System

Enabled
Networking NMS URL

https://monitor.nexlogdx host/api

Recording Reachable: True

Last Contact Tue Feb 04 2025 13:53:14 GMT-0500 (Eastem Standard Time)
Al
Archiving

Users and Security Refresh Cancel

Alerts and Logs

Alert History

Active Alarms.

Alert Codes

Fig. 10.81 Saving the NMS Monitoring Configuration

Alternatively, you can set up an SNMP monitoring console to monitor the recorder. SNMP
provides a standard mechanism for System Administrators to manage devices over an IP Network.
This is set up from Web Configuration Manager under System — Configuration Files.

TSSTT o TTOE
Translations
Kerberos Configuration (krb5.conf) True
Configuration Files LDAP Configuration (Idap.conf) True
System Diagnostics LDAP Server CA Certificate True
mp3 export configuration True
Upgrade
Network Replay Configuration True
Power Off NTP Authentication Keys True
Networking Quality Factor In Progress Evaluations Email Template True
Samba Configuration (smb.conf) True
Recording SAML attribute map True
Al SNMP Configuration (snmpd.conf) True
Softil MCPTT Configuration True
Archiving Softil MCPTT Init Sequence True
Syslog CA Certificates True
Users and Security
Tait P25 Groups List True
Alerts and Logs Terms Of Service display True
Translation Configuration For English True
Utilities
Translation Configuration For French MWP True
Basic Reports Translation Configuration For French WC True
USB Modem PPP User Accounts True
Enhanced Reports
Verbose Logging Filter Configuration True
Vocoder Configuration True
Quality Factor Software g
Change Password

Fig. 10.82 Setting up an SNMP Monitoring Console
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Home

System

System Info

Date and Time

EDIT CONFIGURATION FILES

File Description SNMP Configuration (snmpd.conf)
File Contents:

#
# EXAMPLE.conf:

License Keys

#  An example configuration file for configuring the ucd-snmp snmpd agent.
#

Storage Devices

Translations

Configuration Files

System Diagnostics

Upgrade

Power Off

Networking

Recording

Al

Archiving

#
# This file is intended to only be an example. If, however, you want
# to use it, it should be placed in /etc/snmp/snmpd.conf.

# When the snmpd agent starts up, this is where it will look for it.
#

# You might be interested in generating your own snmpd.conf file using
# the "snmpconf" program (perl script) instead. It's a nice menu

# based interface to writing well commented configuration files. Try it!
#
# Note: This file is automatically generated from EXAMPLE.conf.def.

# Do NOT read the EXAMPLE.conf.def file! Instead, after you have run
# configure & make, and then make sure you read the EXAMPLE.conf file
# instead, as it will tailor itself to your configuration.

Edit File or choose replacement file
fo upload: | Choose File | No file chosen Upload

Save Cancel

For more information, refer to the NexLog DX User Manual, Section 7.2.5.
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“SNMP Settings”.
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11. ONBOARDING CUSTOMERS AND END
USERS

Onboarding in this context refers to educating CIAl customers on the features, uses, and benefits of
CIAl, for example, how to use the Al Assistants. EC could potentially be involved in this step, to process
or schedule any customer customization requests regarding Al, QA, or reporting.

To assist in customer education, refer to the CIAl features overview in Section 6.1 - CIAl Feature
Overview and to the supplemental documentation listed in Section 5 - Related Documentation

When accessing and viewing CIAI, for optimal viewing performance, Eventide Communications

makes the following recommendation for customers:

e Monitor screen size of 27” (minimum) with 2K resolution (i.e., typically (2560 x 1440) a.k.a QHD)
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12. TROUBLESHOOTING

This section deals with troubleshooting connectivity and other issues.
Issue: Cannot connect to CIAl. Error message: “Add Error: Failed to contact destination”.
Action: Verify whether the recorder can access CIAl on port 4024.

1. Navigate to Web Configuration Manager on the source recorder, and under Utilities » Network
Utilities,

2. From the Command drop-down menu, select Netcat.
3. Enter the relevant values for the following fields:

e |P Address: <Enter the customer’s domain address>. (EC provides the customer with
a domain name rather than an IP).

¢ Netcat Protocol: Select TCP.

e Netcat Port: <The server port accepting the TCP Connection>. Type 4024.

¢ Netcat Hello String: <Optional field. Leave blank>.

Home NETWORK UTILITIES

System Command Netcat v
IP Address [Customer_domain_name
Networking
Netcat Protocol TCP v
Recording Netcat Port 4024

Netcat Hello String

Execute Command

Al

Archiving

Users and Security

Alerts and Logs

Utilities

Schedules

Fig. 12.1 Executing the Netcat Command



100 12. Troubleshooting

4, Select Execute Command.

e [f the source recorder can successfully reach port 4024, a success message is returned with a
return code of 143.

Command Output:
Home Connection to testcloudsync.nexlog.dev (54.167. ) 4024 port [tcp/*] succeeded!

System return code is 143
Networking

Recording

Al

Archiving

Users and Security

Alerts and Logs

Utilities

Schedules

Upload Recorder Update

Network Utiities

Packet Capture

Fig. 12.2 Success Return Code

o If no connectivity exists, the page gives a return code of 1.
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NexLoG DX

Communications Recording Solutions

2035.3[2414]

Home

System

Networking

Recording

Command Output:
return code is 1

Eventide | Logout

Fig. 12.3 Failure Return Code

If the recorder cannot reach the CIAl service on port 4024, verify that the IP address returned
from Network Utilities matches the IP the customer has provided, by following these steps:

1. From the Command drop-down menu, select Get Recorder’s Public IP and then select Execute

Command.
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Networking

Recording

Al

Archiving

Users and Secur

Alerts and Logs

Utilities

Schedules

NETWORK UTILITIES

Command Ping ]
IP Address [ Ping |
Traceroute
Host
Nmap

ity

Upload Recorder Update

Packet Capture

Network Utilities

Fig. 12.4 Getting the Recorder’s Public IP

The results will return the recorder’s IP address just above the return code.
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Al

Archiving
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Fig. 12.5 Displaying the Recorder’s Public IP

If the provided IP address does not match:

1. Have the customer provide the correct IP address and then contact Eventide Communications to
have them whitelist it in AWS.

2. Once EC confirms (by email) that the IP has been whitelisted, again select Get Recorder’s Public
IP, and then select Execute Command to confirm that the correct recorder IP is now updated and
displayed.

3. Try to re-connect.

If the provided IP address and other configuration settings are correct, troubleshoot internet
connectivity, i.e., cables and networking devices.

Issue: Connectivity to CIAl is established, but the source recorder is not transferring recordings.

Action: If the CloudSync connection indicates that the recorder is processing the call transfer, but no
calls are being transferred:

1. Check the time on both the source recorder and the CIAl machine.

2. Make sure they both display the same time and/or time zone.

3. If the time and/or time zone do not match, correct the time and/or date on the source recorder to
match that of the CIAl machine and attempt to re-connect. If the time and time zone match,
initiate a packet capture from the source recorder.

To initiate a packet capture:
1. From Utilities = Network Utilities, select :guilabel:Packet Capture’.

2. On the Packet Capture page, in the Ethernet Device field, select the correct Ethernet device that
will be listening on the network from which the recorder will be sending traffic.
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3. To start a packet capture of all traffic being received on the device, leave the Packet Filter (BPF)

field blank and select Start Capturing.
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PACKET CAPTURE
Ethernet Device eth0 [ens5] 7
Packet Filter (BPF)
Capture Status [IDLE- 619 KiloBytes Captured

Note: If the capture file reaches 1 Gigabyte in size, the file will be erased and the capture restarted

Start Capturing Stop Capturing Export Capture File

Fig. 12.6 Performing a Packet Capture

4. After some time, select Stop Capturing.
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PACKET CAPTURE
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Packet Filter (BPF):
Capture Status |CAPTURING- 0 Bytes Captured

Note: If the capture file reaches 1 Gigabyte in size, the file will be erased and the capture restarted

Start Capturing Stop Capturing Export Capture File

Fig. 12.7 Stopping the Packet Capture

5. Select Export Capture File. This action will download the capture file (extension

Downloads folder.

.pcap) to your
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PACKET CAPTURE
Ethernet Device: eth0 [ens5] v
Packet Filter (BPF)
Capture Status [IDLE- 26,067 Bytes Captured

Note: If the capture file reaches 1 Gigabyte in size, the file will be erased and the capture restarted

Start Capturing Stop Capturing Export Capture Fie

Fig. 12.8 Exporting the Packet Capture

6. Open the capture file in a packet capture program (e.g. Wireshark) and inspect the capture output

for packet issues.

7. Optionally, in the Packet Filter (BPF) field, you can enter specific commands using advanced

filtering options to filter the packet capture based on traffic type.
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PACKET CAPTURE
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Packet Filter (BPF):
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Note: If the capture file reaches 1 Gigabyte in size, the file will be erased and the capture restarted

Start Capturing Stop Capturing Export Capture File

Fig. 12.9 Entering Commands in the Packet Filter (BPF) Field

If these steps do not resolve the issue, you may need to contact your IT support for further

troubleshooting steps. If required, report any error messages to Eventide Communications.
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13. CONTACT INFORMATION

Technical Support

Email: service@eventidecommunications.com
Phone: 1-201-641-1200, (Dial 6, then 2) between the hours of 7:00 A.M. and 7:00 P.M. EST Monday through
Friday, except Eventide Communications business holidays.

Sales:

E-Mail: loggers@eventidecommunications.com Phone: 1-201-641-1200
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